Introduction to Neo Security Antivirus v.2.0

Neo Security Anti -Virus 2.0 is a new generation of data security products.

What really sets Neo Security Anti  -Virus 2.0 ap art from other software, even from other
Neo Technology products, is the multifaceted approach to data security on the user's
computer. The program provides protection from all the types of threats that roam the
world today, and, most importantly, from thr eats that have not yet been discovered.

Neo Security Anti -Virus 2.0 is an essentially new approach to data security. The
program's main feature is that it unites and noticeably improves the existing feature s of
all the company's products in one protection solution. The program ensures not only
Antivirus protection but protection from unknown threats.

You no longer need to install several programs on a computer to give yourself full
protection. You can simpl y install Neo Security Anti  -Virus 2.0.

The multifaceted defense covers all channels for data transmission and exchange. The
flexible settings for any program component lets users maximally adapt Neo Security
Antivirus to their specific needs. Unified conf  iguration for all the protection components
is also built -in.

Let's take closer look at the new features in Neo Security Anti -Virus 2.0:

New Protection Features

1 Now Neo Security Antivirus ® not only protects you from known malicious
programs, but program s that are not yet known as well. The  Proactive Defense

component is the number one advantage of the program. It is built on the
analysis of behavior of applications installed on your computer, monitoring
changes to the system registry, tracking macros, and fighting with hidden
threats. The component uses  a heuristic analyzer that can detect various t ypes
of malicious programs. In doing so, a history is kept of malicious activity, on the

basis of which the actions of a malicious program can be rolled back and the
system can be restored to the state prior to the malicious activity.

I The File Antivirus technology has been improved: now you can lower the load on
your processor and disk subsystems and increase the speed of file scans.
iCheck and iSwift help achieve this. By operating this way, the program rules out
repeat scans of files.

I The scan process no w runs in the background while you work. A scan can take
up a fair amount of time and system resources, but the user can perform his
work simultaneously. If any operation requires system resources, the virus scan
will be paused until that operation is comp leted. The scan then resumes from
the point where it left off.

1 Critical areas of the computer which could lead to serious consequences if
infected are given their own separate task. You can configure these tasks to run
automatically every time the systemi s started.

1 Protection of mail on the user's computer from malicious programs has been
significantly improved. The program scans e -mail sent on these protocols for
viruses:

1 IMAP, SMTP, POP3, regardless of which mail client you use;

1 NNTP (virus scan only), r egardless of the mail client;

1 Independent of the protocol (including MAPI, HTTP) when using plug -ins
for MS Outlook and The Bat!

1 Special plug -ins are available for widely used mail clients such as Microsoft
Office Outlook, Microsoft Outlook Express, and Th eBat! that can configure mail
protection directly in the mail client both from viruses.
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1 The program filters inbound and outbound traffic, traces and blocks threats
from common network attacks, and lets you be on the Internet in Stealth Mode.

1 When working o n a network, you can also define on your own what network to
trust 100% and which to monitor with absolute strictness.

1 The user notification function  has been expanded for certain events that arise
during program operation. You can select the method of notification yourselves
for each of these event types: e -mails, sound notifications, pop  -up message s.

1 The program has an option of scanning traffic, transmitted through protected
connection via SSL protocol.

1 The program has added self -defense features: protection against unauthorized
remote use of the pr ogr anposecte program settaimgh. passwor d
These features help keep malicious programs, hackers, and unauthorized users
from disabling protection.

1 A feature has been added that can create a rescue disk. Using the rescue disk,
you can reboot the operating system after a virus attack and scan t he computer
for malicious files.

1 A feature has been added to centralized remote administration of system self -
defense using an optional administration interface through Neo Security
Administration Kit.

New Program Interface Features

1 The new Neo security Antivirus interface makes the functions of the program
simple and easy to use. You can also change the appearance of the program
using your own graphics and color schemes.

1  When using the program, it regularly provides you with helpful information: Neo
Secur ity Antivirus displays informative messages on the level of protection,
accompanies its operation with comments and tips, and includes a through help
section.

New Program Update Features

i This version of the program debuts our improved update procedure: Ne o]
Security Antivirus automatically checks the update source for updates. If it finds
new updates, Antivirus downloads them and installs them on the computer.

1 Only updates that you do not yet have are downloaded from the update site. This

lowers the downlo ad traffic for updates by up to ten times.

Updates are downloaded from the fastest source.

Now you can choose not to use a proxy server, if the program updates are

downloaded from a local source. This noticeably reduces the traffic passing

through the pro xy server.

1 The program has an update rollback feature that can return you to the last
working version of the threat signatures, if, for example, the files are damaged
or there is an error in copying.

1 A new feature has been added that allows updates to be ¢ opied to a local folder
so that other computers on the network can access them, thereby reducing
Internet traffic.

E ]

The following protection components provide defense for your computer in real time:
File Antivirus

A file system can contain viruses and other dangerous programs. Malicious programs

can be stored in your file system for years after one day making it through on a
removable drive or from the Internet without showing themselv es at all. But you only
need open the infected file, and the virus is instantly activated.
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File Antivirus - the component that monitors the computer's file system. It scans all files

that can be opened, executed or saved on your computer and all attached disk drives.
Neo Security Antivirus intercepts each attempt to access a file and scans such file for
known viruses. The file can only be used further if the file is not infected or is
successfully treated by the  Antivirus . If a file cannot be disinfected f  or any reason, it will
be deleted, with a copy of the file saved in backup , or moved to guarantine .

Mail Antivirus

E-mail is widely used by malefactors to spread malicious programs. It is on e of the chief
means for spreading worms. This makes it extremely important to monitor all mail
messages.

Mail Antivirus - the component that scans all incoming and outgoing e -mails on your
computer. It analyzes e -mails for malicious programs. The e -mail is available to the
addressee only if it does not contain dangerous objects.

Web Antivirus

When you access websites on the Internet, you risk infecting your computer with
viruses that install themselves using scripts on web pages. You could also download a
dangerous file onto your computer.

Web Antivirus is specially designed to forestall such situations. This component
intercepts and blocks scripts on web sites if they pose a threat. All http traffic is subject
to careful inspection.

Proactive Defense

With every new day, there are more and more malicious programs. They are becoming
more complex, combining several types, and the methods for spreading themselves are
become harder and harder to detect.

To detect a new malicious program before it has time to do any damage, Neo

Technology has developed a special component - Proactive Defense . It is designed
around monitoring and analyzing the behavior of all applications installed on your
computer. Judging by the actions executed by an application, Neo Secu rity Antivirus

makes a decision. Is the application potentially dangerous? So your computer is
protected not only from known viruses, but from new ones as well that still have not
been discovered.

In addition to the protection of all the ways that malicious programs can penetrate, it is
extremely important to periodically scan your computer for viruses. This is necessary in
order to rule out the possibility of spreading malicious prog rams that have not been
discover by protection components because, for example, the security level is set at

low or for other reasons.

Three tasks are included in  Neo Security Antivirus for scanning for viruses:

Critical Areas

Scans all critical areas o f the computer for viruses. This includes: system memory,
programs loaded on startup, boot sectors on the hard drive, and the Windows system
directories. The aim is to quickly detect active viruses in the system without fully

scanning the computer.

My Comp uter
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Search for viruses on your computer with a through scan of all disk drives, memory,
and files.

Startup Objects

Scans for viruses all auto launched programs that are loaded when the operating
system boots up and also operating memory and boot disk s ectors.

You also have the option of creating other virus search tasks and creating a
performance schedule for them. That way you can create your own list of virus search
tasks for scanning specific objects. For example, you can create a mail database scan
task for once per week or search for viruses in the My Documents folder.

Neo Security Antivirus includes a number of support features. They are designed to
provide software support  in real time, expanding the capabilities of the program and for
assisting you as you use it.

Updates

In order to always be on guard for any hacker attack, be ready to delete a virus or some
other dangerous program, Neo Security Antivirus needs supportin real time. The
Updates component is designed precisely to do so. It is responsible for updating the
threat signatures and program modules of Neo Security Antivirus used in program
operation.

The update distribution service can save threat signatures, net work drivers, and
program modules updates downloaded from the Neo Technology servers in a local
folder and then grant access to them to other computers on the network to reduce
Internet traffic.

Data files

When using the program, each protection componen t, virus search task, and program
update creates a report. It contains information on completed operations and the

results thereof. By using the  Reports feature, you will always stay up to date on the
operation of any Neo Security Antivirus component. Shou Id problems arise, you can
send the reports to Neo Technology so our specialists can study the situation in greater
depth and help you as quickly as possible.

Neo Security Antivirus sends all files suspected of being dangerous to a special
Quarantine stor age. They are stored there in an encrypted form as to avoid infecting
the computer. You can scan these objects for viruses, restore them to their previous
locations, delete them, or add files on your own to the quarantine.

All files that upon completion o f the virus scan prove not infected are automatically
restored to their former locations.

The Backup storage holds copies of files disinfected and deleted by Neo Security
Antivirus . These copies are created in case it is necessary to restore the files or a
picture of their infection. The backup copies of the files are also stored in an encrypted
form to avoid further infections.

You can restore a file from the backup copy to the original location and delete the copy.

Rescue disk



Neo Security Antivirus includes a special feature that can create a rescue disk.

Creating such a disk can save you if system files are damaged by a virus attack and it is
impossible to load the operating system. In such a case, by using the rescue disk, you
can boot your compute r and restore the system to the condition prior to the malicious
action.

Support

All register Neo Security Antivirus users can take advantage of our technical support
service. In order to learn where exactly you can get technical support, use the Support
feature.

Using the links provided, you can go to the Neo Technology product user forum and
browse a list of frequency asked questions that might provide a solution to your

problem Additionally; you can fill out the special form on the site and send Techn ical
Support a message regarding an error or a comment on program operation.

You will also be able to access Technical Support on -line, and, of course, we will always
be ready to assist you with  Neo Security Antivirus by phone or by e -mail.

THREATS TO COMPUTER SECURITY

A person, a group of people, or even some phenomena unrelated to human activity can
serve as an information security threat. Following from this, all threat sources break
down into three grou ps:

1 The human factor . This group of threats concerns the actions of people with
authorized or unauthorized access to information. Threats in this group can be
divided into:

1 External/, including cyber criminals, hackers, internet scams,
unprincipled partner s, and criminal structures.

1 /nternal , including actions of company staff and users of home PCs.
Actions taken by this group could be deliberate or accidental.

i The technological factor . This threat group is connected with technical
problems - equipment use d becoming obsolete and poor -quality software and
hardware for processing information. This all leads to equipment failure and
often to data loss.

I The natural -disaster factor . This threat group includes any number of events
brought on by nature and other e  vents independent of human activity.

All three threat sources must be accounted for when developing a data security
protection system. This User Guide only covers the one that is directly tied to Neo
Technology's expertise - external threats involving hum  an activity.

As modern computer technology and communications tools develop, hackers have
more opportunities for spreading threats. Let's take a closer look at them:
The Internet

The Internet is unique, since it is no one's propert y and has no geographical borders. In
many ways, this has promoted development of countless web resources and the
exchange of information. Today, anyone can access data on the Internet or create their
own webpage.



However, these very features of the world wide web give hackers the ability to commit
crimes on the Internet, making them difficult to detect and punish as they go.

Hackers place viruses and other malicious programs on Internet sites and disguise it as
useful freeware. Furthermore, scripts that r un automatically when you open a webpage
can execute dangerous actions on your computer, including modifying the system
registry, stealing personal data, and installing malicious software.

By using network technologies, hackers can attack remote PCs and ¢ ompany servers.
These attacks can cause parts of your system to malfunction or could provide hackers

with complete access to your system and thereby to the information stored on it. They

can also use it as part of a zombie network.

Ever since it became po ssible to use credit cards and e -money through the Internet in
online stores, auctions, and bank homepages, online scams have surfaced as one of the
most common crimes.

Intranet

Your intranet is your internal network, specially designed for handling info rmation
within a company or a home network. An intranet is a unified space for storing,
exchanging, and accessing information for all the computers on the network. This
means that if one computer on the network is infected, the others are at great risk of
infection. To avoid such situations, both the network perimeter and each individual
computer must be protected.

E-mail

Since practically every computer has mail clients installed on it and since malicious
programs exploit the contents of electronic addre ss books, conditions are usually right
for spreading malicious programs. The user of an infected computer, he oblivious to the
fact, might send infected e -mails to friends or coworkers who in turn send more
infected e -mails. It is common that infected file s go undetected at are sent out with
business information from a large company. When this occurs, more than a handful of
people are infected. It could be hundreds or thousands, all of whom then send the
infected files to tens of thousands of subscribers.

Beyond the threat of malicious programs lies the program of electronic junk mail, or
spam. Although not a direct threat to your computer, spam increases the load on mail
servers, eats up bandwidth, fills up your mailbox, and wastes working hours, thereby
incurring financial harm.

Also, note that hackers have begun using mass mailing programs and social
engineering methods to convince users to open e -mails or click a link to a certain
website. It follows that spam filtration capabilities are both for stoppi ng junk mail and
for counteracting new types of online scans, such as phishing, and for stopping the
spread of malicious programs.

Removable storage media

Removable media (floppies, CD/DVD -ROMs, and USB flash drives) are widely used for
storing and trans mitting information.

When you open a file that contains malicious code from a removable storage device,
you can damage data stored on your computer and spread the virus to your computer's
other drives or other computers on the network.



There are a vast number of threats that could affect your computer today. This section
will go over the threats that Neo Security Suite blocks.
Worms

This malicious program category largely exploits operating system vulnerabilities to
sprea d itself. The class was named for the way the worms crawl from computer to
computer, using networks and e -mail. This feature gives many worms a rather high
speed in spreading themselves.

Worms penetrate a computer, search for network addresses of other co mputers, and
send a burst of self -made copies to these addresses. In addition to network addresses,
worms often utilize data from e -mail client address books. Some of these malicious
programs occasionally create working files on system disks, but they can run without
any system resources at all (with the exception of RAM).

Viruses

Programs that infected other programs, adding their own code to them to gain control
of the infected files when they are opened. This simple definition explains the
fundamental action performed by a virus - infection .

Trojans

Programs that carry out unauthorized actions on computers, such as deleting
information on drives, making the system hang, stealing confidential information, etc.
This class of malicious program is not a v  irus in the traditional sense of the word
(meaning it does not infect other computers or data). Trojans cannot break into
computers on their own and are spread by hackers, who disguise them as regular
software. The damage that they incur can exceed that do ne by traditional virus attacks
by several fold.

Recently, the most widespread type of malicious program damaging computer data has
been worms. Then follow viruses and Trojans. Some malicious programs combine
features of two or even three of these classes

Adware

Program code included in software, unbeknownst to the user, designed to display
advertisements. Adware is usually built into software that is distributed free. The
advertisement is situated in the program interface. These programs often also col lect
personal data on the user and send it back to their developer, change browser settings

(start page and search pages, security levels, etc.) and create traffic that the user
cannot control. All this can lead to breach of the security policy and to dire ct financial
losses.

Spyware

Software that collects information about a particular user or organization without their
knowledge. You might never guess that you have spyware installed on your computer.
In general, the goal of spyware is to:

1 trace user ac tions on a computer;
91 gather information on the contents of your hard drive; in such cases, this
more often than not involves scanning several directories and the



system registry in order to compile a list of the software installed on the
computer;

1 Gather information on the quality of the connection, bandwidth, modem
speed, etc.

Riskware

Potentially dangerous applications include software that has not malicious features but

could form part of the development environment for malicious programs or could be

used by hackers as auxiliary components for malicious programs. This program
category includes programs with backdoors and vulnerabilities, as well as some remote
administration utilities, keyboard layout toggles , IRC clients, FTP servers, and all -
purpose utilities for stopping processes or hiding their operation.

Yet another type of malicious program that goes along with programs like adware,
spyware, and riskware is programs that plug into your web browser and redirect traffic.
You have most certainly en countered such programs if you have ever opened one web
site when you thought you were pulling up another.

Jokes

Software that does not do any direct damage but displays messages stating that
damage has already been done or will be under certain conditio ns. These programs
often warn the user of dangers that do not exist, such as messages that pop up about
formatting the hard drive (although no formatting actually takes place) or detecting
viruses in uninfected files.

Rootkits

Utilities used to conceal m  alicious activity. They mask malicious programs to keep anti -
virus programs from detecting them. Rootkits modify the operating system on the
computer and alter its basic functions to hide its own existence and actions that the

hacker undertakes on the infe  cted computer.

Other dangerous programs

Programs created to set up DoS attacks on remote servers, hacking into other
computers, and programs that are part of the development environment for malicious
programs. These programs include hack tools, virus bui Iders, vulnerability scanners,
password -cracking programs, and other types of programs for cracking network
resources or penetrating a system.

Hacker attacks

Hacker attacks can be initiated by hackers or by malicious programs. They are aimed

at stealing information from a remote computer, causing the system to malfunction, or
gaining full control of the system's resources. You can find a detailed description of the
types of attacks that Neo Security Suite blocks in the List of network attacks detected
section.

Some types of online scams

Phishing is an online scam that uses mass mailings to steal confidential informat ion
from the user, generally of a financial nature. Phishing e -mails are designed to
maximally resemble informative e -mails from banks and well -known companies. These
e-mails contain links to fake sites set up by hackers to copy the site of the organizatio n
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that they claim to represent. On this site, the user is asked to enter, for example, his
credit card number and other confidential information.

Dialers to pay -per-use websites - type of online scam using unauthorized use of pay
per-use Internet services (these are commonly web sites of a pornographic nature).
The dialers installed by hackers initiate modem connections from your computer to the
number for the pay service. These numbers often have very high rates and the user is
forced to pay enormous tele phone bills.

Intrusive advertising

This includes popup windows and banner ads that open when using your web browser.
The information in these windows is generally not of benefit to you. Popup windows and
banner ads distract the user from the task and tak e up bandwidth.

Spam

Spam is anonymous junk email, and includes several different types of content: adverts;
political messages; requests for assistance; emails that ask one to invest large amounts

of money or to get involved in pyramid schemes; emails a imed at stealing passwords
and credit card numbers, and emails that ask to be sent to friends (chain letters).

Spam significantly increases the load on mail servers and the risk of loosing important
data.

Neo Security Suite uses two methods for detecting and blocking these threat types:

1 Reactive - this method searches for malicious files using a threat signature
database that is regularly updated. At least one virus infection is necessary to
implement this method - in order to add threat signature to the database and
distribute database update.

1 Proactive - in contrast to reactive protection, this method is based not on
analyzing the object's code but on analyzing its behavior in the system. This
method is aimed at detecting new threats that are still not defined in the
signatures.

By employing both methods, Neo Security Suite provides comprehensive protection for
your computer from both known and new threats.

Warning:

From this point forward, we will use the term "virus" to refer to malicious and
dangero us programs. The type of malicious programs will only be emphasized where
necessary.

There are a number of signs which show that a computer is infected. If you notice that
your computer is doing strange things, speci fically:

1 Unexpected messages or images appear on your screen or you hear unusual
sounds;

1 The CD/DVD -ROM tray opens and closes unexpectedly;

1 The computer arbitrarily opens a program without your assistance;

I Warnings pop up on the screen about a program on your computer attempting
to access the Internet, even though you initiated no such action, then it is more
than likely that your computer is infected with a virus.



There are also several typical traits of a virus infection through e -mail:

1 Friends or acqua intances tell you about messages from you that you never sent;
1 Your inbox houses a large number of messages without return addresses or
headers.

It must be noted that these signs can results from problems other than viruses. They

can sometimes arise from  different causes. For example, in the case of the e -mail,
infected messages can be sent with your return address but not from your computer.

There are also indirect indications that your computer is infected:

Your computer freezes or crashes frequently;

Your computer loads programs slowly;

You cannot boot up the operating system;

Files and folders disappear or their contents are distorted,;

The hard drive is frequently accessed (the light blinks);

The web browser (for example, Microsoft Internet Explorer) freezes up or
behaves unexpectedly (for example, you cannot close the program window).
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In 90% of cases, these indirect systems are caused by malfunctions in hardware or
software. Despite the fact that such symptoms rarely indicate that the computer is

infe cted, we recommend that, upon detecting them, you run a complete scan of your
computer with the settin gs recommended by the experts at Neo Technology.

If you notice that your computer is behaving suspiciously...

1. Don't panic! Do not give in to panic. This is the golden rule, and it could save you
from losing important data and from a lot of fretting.

2. Disconnect your computer from the Internet or local network, if it is on one.

3. If the infection symptom is that you cannot boot from the computer's hard drive
(the computer displays an error message whe n you turn it on), try booting in
safe mode or with the emergency Microsoft Windows boot disk that you created
when you installed the operating system on the computer.

4. Before doing anything else, back up your work on removable storage media
(floppy, CD/DVD , flash drive, etc.).

5. Install Neo Security Suite, if you have not done so already.

6. Update program modul es and threat signatures and application modules f
possible, get the updates off the Internet from an uninfected computer at a
friend's, an Internet café, or work. It is better to use a different computer, since
when you connect to the Internet with an infected computer, there is a chance
that the virus will send important information to hackers or spread the virus to
the addresses in your address book. That is why if you suspect that you have a
virus, the best thing to do is to immediately disconnect fr om the Internet. You
can also get threat signature updates on floppy disk from Neo Technology or its
distributors and update your signatures with the disk.

7. Select the security level recommended by the experts at Neo Technology.

8. Starta full computer scan

The most reliable and thought -out measures cannot provide you wit  h 100% protection
from computer viruses and Trojans, but, with this set of rules in mind, you will
significantly lower the likelihood of virus attacks and the level of potential damage.

One of the basic methods of battling viruses is, as in medicine, well -timed prevention.
Computer prophylactics involve a rather small number of rules that, if complied with,

can significantly lower the likelihood of being infected with a virus and losing data.

The basic safety rules are given below. By following them, you can avoid virus attacks.
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Rule No. 1: Use antivirus software and Internet security programs . To do so:

Install Neo Security Suite as soon as possible.

Regularly update the program's threat signatures . You can update the

signatures several times per day during virus outbreaks. In such situations, the

threat signatures on the Neo Technology update servers a re updated
immediately.

1 Select the security settings recommended by Neo Technology for your
computer. You will be protected constantly from the moment the computer is
turned on and it will be harder for viruses to get onto your computer.

1 Configure the sett ings for complete scan recommended by the experts at Neo

Technology and schedule scans for at least once per week. If you have not

installed Anti -Hacker, we recommend that you do so to protect your computer

when using the Internet.

f
f

Rule No. 2 : Use caution when copying new data to your computer

1 Scan all removable storage drives for viruses (floppies, CD/D VDs, flash drives,
etc.) before using them.
I Treat e -mails with caution. Do not open any files that have come through e -mail

if you are not certain that they were really supposed to be sent to you, even if
they were sent by people you know.

1 Be careful wit h information obtained through the Internet. If any web site
suggests that you install a new program, be certain that it has a security
certificate.

1 If you are copying an executable file from the Internet or local network, be sure
to scan it with Neo Secu rity Suite.

I Use discretion when selecting which web sites you visit. Many sites are infected
with dangerous script viruses or Internet worms.

Rule No. 3: Pay close attention to information from Neo Technology

In most cases, Neo Technology announces a ne  w outbreak long before it reaches its
peak. The likelihood of the infection in such a case is not so great, and once you
download the threat signature updates, you will have plenty of time to protect yourself
from the new virus.

Rule No. 4: Do not trust v irus hoaxes , such as prank programs and e -mails about
infection threats.

Rule No. 5: Use the Microsoft Windows Update tool and regularly install Microsoft
Windows operating system updates.

Rule No. 6 : Buy legit copies of software from official distributo /s.

Rule No. 7: Limit the number of people who are allowed to use your computer

Rule No. 8 : Lower the risk of unpleasant consequences of a potential infection

1 Back up data regularly. If you lose your data, the system can fairly quickly be
restored if you have backup copies. Store distribution floppies, CDs, flash
drives, and other storage media with software and valuable information in a safe
place.

1 Create a Rescue Disk that you can boot with, using a clean operating system.

Rule No. 9: Regularly inspect the list of programs installed on your computer . To do so,
open Install/Remove Programs in the Control Panel or view the contents of the  Program
Files directory or the startup folder. You can discover software here that was installed

on your computer without your knowledge, for example, while you were using the
Internet or installing a program. Some of them are almost always potentially dangerous
programs.
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PROGRA MNTERFACE

1. Where is the system tray icon ?

Right after installing Neo Security Suite, its icon for it will appear in the system tray.

The icon is a sort of indicator for Neo Security S uite operations. It reflects the state of
protection and shows a number of basic functions performed by the program.

If the icon is active jﬁ (color), it means that protection is enabled on your computer. If

the icon is inactive @ (black and white), this m eans that your protection is either fully
disabled or some protection components  are temporarily disab led.
The Neo Security Suite icon changes in relation to the operation being performed:

(- E-mail being scanned.

Ilﬂ

Script being scanned.

@ A file that you or some program are opening, saving, or run ning is being scanned.

ﬁ Neo Security Suite threat signatures and program modules are updated

@ An error has occurred in some Neo Security Suite component.

The icon also provides access the basics of the program in terface: context menu and
the main window .

To open the context menu, right  -click on the program icon.

To open the Neo Security Suite main window on the Protection section (this is the
default first scre en when you open the program), double -click the program icon. If you
click once, the main window will open to the section that was active when you last
closed it.

2. What is the Context menu ?

You can run basic protection tasks from the context menu.

The Neo Security Suite menu contains the following items:
Scan My Computer - start a complete scan of your computer for dangerous
objects. The files on all drives, including removable storage media, will be
scanned.
Virus scan... - select objects and start a  virus scan of them. By default, the list
contains a number of files, such as the My Documents folder, the Startup folder,
e-mail databases, all the drives on your computer, etc. You can add to the list,
select files to be scanned, and launch virus scans.
Update - download program module updates and Neo Security Suite threat
signatures and install them on your computer.
Network Monitor - view the list of network connections established, open ports,
and traffic.
Activate - activate the program. This menu ite  m is only available if the program
is not activated.

Block network traffic - temporarily block all the computer's network
connections. When you select this item from the menu, the Anti -Hacker Security

level will change to Block all . If you want to allow the computer to interact with
the network, select this item from the context menu again.
Settings... - view and config ure settings for Neo Security Suite.
Open Neo Security Suite - open the main program window
Pause pro tection / Resume protection - temporarily disable or enable  protection
components . This menu item does not affect program updates or virus scan
tasks.
Exit - complete your work with Neo Security Suite.
If a virus search task is running, its name will be displayed in the context menu with a
percentage progress meter. By selecting the task you can go to the report window to
view current performance results.

3. Which is main program window  ?
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The Neo Security Antivirus main window provides you with a simple and easy -to-
use interface for interacting with the program. It can be divided into two parts:

1 the left part of the window, the  navigation pa nel, can switch quickly and easily to
any component, virus scan task performance, or the program's help features;

1 The right part of the window, the  information panel , contains information in the
protection component selected in the left part of the window and displays
settings for each of them, giving you tools for carrying our virus scans, working
with quarantined files and backup copies, managing license keys, etc.

After selecting a section or component in the left part of the window, you will find
inform ation in the right -hand part that matches your selection.

Each element of the navigation panel is accompanied by a special context menu. Thus,
the menu contains points for the protection components and tools that help the user
quickly configure them, mana ge them, and view reports. There is an additional menu
item provided for virus scan tasks that you can use to create your own task based on a
selected one.

You can change the appearance of the program by creating and using your own
graphics and color sche mes.

4. How can | open the program setting window ?

You can open the Neo Security Suite settings window from the main window . To do
S0, click Settings in the upper part of it.
The settings window is designed like the main window:

1 the left part of the window gives you quick and easy access to the settings for
each of the program components, virus search tasks, and program tools;

1 The right part of the window contains a list of settings for the component, task,
etc. selected in the left part of the window.

When you select any section, component, or task in the left part of the settings window,
the right part will display the basic settin gs for it. To configure advanced settings, you
can open a second and third level settings window. You can find a detailed description

of how to configure settings in Help.

GETTING STARTED

One of the main goals of the Neo Technolo gy specialists in making Neo Security
Antivirus was to provide optimum configuration for all the program's options. This
makes it possible for a user with any level of computer literacy to protect their
computer right after installation without spending ho urs on the settings.

However, configuration details for your computer or the jobs you do with it can have
their own specifics. That is why we recommend performing a preliminary configuration
to achieve the most flexible, personalized approach to protectin g your computer.
For the user's convenience, we have united the preliminary configuration stages in one
Initial Setup Wizard interface that starts as soon as the program is installed. By
following the Wizard's instructions, you can activate the program, configure settings for
updates and running virus scans, password -protect access to the program.

After completing installation and starting the program, we recommend taking the
following steps:

1 Checkthe current protection status  to make sure that Neo Security Antivirus is
operating on the appropriate level.

1 Update the program (if the Setup Wizard did not do so automatically after
installing the program).
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1 Scan the computer for viruses.

The Neo Security Antivirus v.2.0  Setup Wizard starts at the end of program installation.

Its task is to help you perform the initial configuration of application parameters basing
on specific features and tasks of your computer.

The Setup Wizard interface is designed like a standard Microsoft Windows Wizard and
consists of a series of steps that you can move between using the Back and Next
buttons or complete usin g the Finished button. The Cancel button will stop the Wizard
at any point.

You can skip this initial settings stage when installing the program by closing the
Wizard window. In the future, you can run it again from the program interface if you
restore the default protection settings for Neo Security Suite.

You can activate the progr am by installing a license key that Neo Security Suite will use
to check for a license and to determine its expiration date.

The license key contains system information necessary for the all the program's
features to operate and other information:

1 suppor tinformation (who provides the support and where you can obtain it);
1 Name, number, and expiration date of your license.

Warning!

You must have an Internet connection to activate the program. If you are not connected

to the Internet during installation, y ~ ou can activate the program later from the program
interface.

Depending on whether you have a licen  se key for Neo Security Suite or need to obtain
one from the Neo Technology server, you have several options for activating the
program:

Activate using the activation code . Select this activation option if you have
purchased the full version of the program and were provided with an activation code.
Using this code, you will receive a licen  se key that provides you with complete access
to all the program'’s features until the license expires.

Activate trial version.  Select this activation option if you want to install the trail
version of the program before making the decision to buy a commercial version. You
will be provided with a free license key with a limited trial period

Apply existing license key . Activate the program using  Neo Security Antivirus v.2.0
license key file, obtained earlier.

Activate later . If you choose this option, you w ill skip the activation stage. Neo
Security Antivirus v.2.0  will be installed on your computer and you will have access to
all program features except updates (you can only update the threat signatures once
after installing the program).

The first two act ivation options use a Neo Technology web server, which requires an
Internet connection. Before activating, make sure to edit your network settings  in the
window that opens when you click LAN settings (if necessary). For more in -depth
information on configuring network settings, contact your system administrator or ISP.
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To activate the program, you must enter the activation code that was provided when

you purchased the program. The activation code must be entered using the Roman
alphabet.

Enter your personal information in the lower part of the window: full name, e -mail
address, and country and city of residence. This information might be requested to
identify a registered user if, for example a key is lost or stolen. In such a case, you can

obtain a new license key with the personal information.

The Settings Wizard connects to Neo Technology servers and sends them your
registration data (the activation code and personal information), which are inspected
on the server.

If the activation code passes inspection, the Wizard receives a license key file. If y ou
install the demo version of the program, the Settings Wizard will receive a trial key file
without an activation code.

The file received will be installed automatically to use the program and you will see an
activation completion window with detailed i nformation on the license.

If the activation code does not pass inspection, you will see a corresponding message
on the screen. If this occurs, contact the software vendors from whom you purchased
the program for information.

If you have a license key file for Neo Security Antivirus v.2.0 , the Wizard window will ask
if you want to install it. If you do, use the Browse button and select the path for the file
(with .key extension) in the standard file selection window.

After you have successfully installed the key, you will see information about the license

in the lower part of the window: name of the person to whom the software is registered,
license number, license type (full, beta  -testing, demo, etc.), and the expirat  ion data for
the license.

The Settings Wizard shall inform you that the program has been successfully activated.

It will also display information on the license key installed: name of the person to whom

the so ftware is registered, license number, license type (full, beta -testing, demo, etc.) ,
and the license expiration date.

In this window, the Settings Wizard asks you to select a security mode that the program
will be oper ated with:

Basic protection . This is the default setting and is designed for users, who do

not have extensive experience with computers or AntiVirus software. It sets all

the programdés components to their recommended se
informs the us er of dangerous events, such as detecting malicious code or

dangerous actions being executed.

Interactive protection . This mode provides more customized defense of your

computerf6s data than Basic mode. It can trace at
suspic ious activity in the system, and unauthorized activity on the network. All

of the activities listed above could be signs of malicious programs or standard

activity for some of the programs you use on your computer. You will have to

decide for each separate  case whether those activities should be allowed or

blocked. If you choose this mode, specify when it should be used:



Enable Registry Guard & prompts user for a response when attempts to
modify system registry keys are detected.

If your computer is running Microsoft Windows XP Professional x64 Edition, the
settings listed above for inter  activity will not be available.

Enable Application Integrity Control & prompts us er to accept actions when
attempts are made to embed modules into monitored applications.

Enable Extended Proactive Defense  d analyzes all suspicious application
activity in the system, including browsers opening with command line settings,
injection into application processes, and injection of window hook interceptors
(disabled by defau It).

9. How do | configure update settings?
Protection quality on your computer directly depends on updating the threat signatures
and program modules regularly. In this window, the Settings Wizard asks you to select
a program update setting and configure sch edule properties.

Automatically . Neo Security Suite checks the update source for upda tes at
specified intervals. During virus outbreaks, the check frequency may increase, and
decrease when they are gone. If it finds new updates, Anti -Virus downloads them and
installs them on the computer. This is the default setting.

Every 1 day(s) at 3:00 PM (time changes depending on settings). Updates will run
automatically according to the schedule created. You can configure the schedule
properties in another window by clicking Change .

Manually . If you choose this option, you will run program updates yourself.
Note that the threat signatures and program modules included with the software may
be outdated by the time you install the program. That is why we recommend
down loading the latest program updates. To do so, click Update now . Then Neo
Security Suite will download the necessary updates from update sites and will install
them on your computer.
If you want to configure updater settings (set up network properties, sel ect the
resource from which updates will be downloaded, or indicate the update server nearest
to your location), click  Configure .

10. How do | configure a virus scan Schedule?
Scanning selected areas of your computer for malicious objects is one of the key t asks
in protecting your computer.
When you install Neo Security Suite, three default virus scan tasks are created. In this
window, the Settings Master asks you to choose a scan task setting:
Scan Startup objects

By default, scan of the startup objectsi s performed automatically at Neo Security Suite
startup. You can change the schedule settings in the dialog box, which opens using the
Change button.

Scanning Critical Areas



In order to scan critical areas of your computer (system memory, Startup objects , boot
sectors, Microsoft Windows system folders) for viruses automatically, check the
corresponding box. You can configure the schedule properties in another window by
clicking Change .

The default setting for this automatic scan is disabled.
Complete Sc an

For a full virus scan of your computer to run automatically, check the box in the
corresponding section. You can configure the schedule properties in another window
by clicking Change .

The default setting for running this task according to schedule is disabled. However, we
recommend running a full virus scan of your computer immediately after installing the
program.

11. How do | restrict application access?

Since several people with different levels of computer literacy might use a personal
computer, and since malicious programs can disable protection, you have the option of
password -protecting access to Neo Security Suite. Using a password can protect the
program from unauthorized attempts to disable protecting or change settings.

To enable password protection, check Enable password protection  and complete
the Password and Confirm new p assword fields.
Below, specify the area that you want password protection to apply to:

All operations (except notifications of dangerous events) . Request password if the
user attempts any action with the application except for responses to dangerous object
detection notifications.

Selected operations:

Saving program settings - request password when a user attempts to save
changes to program settings.

Exiting the program - request password when user attempts to exit the
application.
Stopping / pausing protection components and virus scan tasks - request

password if user attempts to pause or fully disable any protection component or
virus scan task.

PROTECTION STATUS

Composite information on your computer's protection is provided in the main window of

Neo Security Suite in the Protection section. The current protection status  of the
computer and the general performance statistics  of the program are displayed here.
Protection status displays the current state of protection for your computer using
special indicators . Statistics contains the figures for current program operation.

2. How do | scan my computer for virus  es?
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After installation, the program will without fail inform you with a special notice that the
computer has not yet been scanned and will recommend that you scan it for viruses
immediately.

Neo Security Suite includes a task for a computer virus scan. It is located in the
program's main window inthe ~ Scan section.

After selecting the task with the name My Computer , you will be able to view
statistics for the most recent computer scan in the right -hand part of the main window
and task settings: what level of protection was selected and what actions will be taken

for dangerous objects.
To scan your computer for malicious programs,

Click the Scan button in the right -hand part of the screen.

As a result, the program will start scanning your computer, and the details will be
shown in a s pecial window. When you press the Close button, the window with
information on the scan progress will close, although the scan will continue.

3. How do | scan critical regions of my computer?

There are areas on your computer that are critical from a securit y perspective. These
are the targets of malicious programs aimed at damaging your operating system,
processor, memory, etc.

It is extremely important to protect these critical areas of your computer to ensure that

it keeps running. For your convenience, w e have preprogrammed a special virus scan

task for these areas. It is located in the program's main window in the Scan section.
After selecting the task with the name Critical areas , you will be able to view
statistics for the most recent scan of these areas in the right -hand part of the main

window and task settings: what level of protection was selected and what actions are
applied to security threats. Here you can select which critical areas you want to scan
and immediately start a virus scan in the selected areas.

To scan critica | areas of your computer for malicious programs,

Click the Scan button in the right -hand part of the screen.

As a result, a scan of the selected areas will begin, and the details will be shown in a
special window. When you press the  Close button, the win dow with information on the
scan progress will close, although the scan will continue.

There are situations when it is necessary to scan individual objects for viruses but not

the entire computer. For exam ple, one of the hard drives, on which your programs and
games, e -mail databases brought home from work, and archived files that came with e

mail are located, etc. You can select an object for scan with the standard tools of the
Microsoft Windows operating  system (for example, in the  Explorer program window or
on your Desktop , etc.).

In order to launch an object scan,

Place the cursor or the name of the selected object, open the Microsoft Windows
context menu by right -clicking the mouse button, and select Scan for viruses .

A scan of the selected object will then begin, and the details will be shown in a special
window. When you press the Close button, the window with information on the scan
progress will close, although the scan will continue.



Neo Technology updates the threats signatures for Neo Security Suite and its program
modules using dedicated update servers.

The Neo Technology's update servers  are the Neo Technology internet sites where the
program updates are stor ed.

Warning!

You will need a connection to the Internet to update Neo Security Suite.

By default, Neo Security Suite automatically checks for updates on the Neo Technology
servers. If the server contains a fresh set of updates, Neo Security Suite will download
and install them in the silent mode.

To update Neo Security Suite on your own,

Select the Update component in the Service section of the main program window and
click the Update now! button in the right -hand part of the window.

As a result, Neo Security Suite will begin to be update d. All the details of the process
with are displayed in a special window.

If problems or errors arise in the performance of any protection component, be sure to

check its status.

If the component status is  not running or running (subsystem malfunction ), try
restarting Neo Security Suite.

If the problem is not solved by restarting the program, you are advised to correct
possible errors with the help of program restoration utility ( Start Y Programs Y Neo
Security Antivirus v.2.0 Y Modify, Repair or Remove ).

If the problem is not solved by repairing the program, you are advised to contact Neo
Technol ogy Technical Support Service. Pl ease save a
progr amd gmanee anfl send it to Neo Technology beforehand, to help our
Technical Support specialists understand the problem in depth.

To save the report to file,

1. Select the component in the Protection section of the main window of the
program and left -click anywher e in the Statistics section.

2. Click the Save as button and in the window that opens specify the name of the
file in which the component's performance report will be saved.

To save a report for all Neo Security Suite components at once (protection component s,
virus scan tasks, support features),

1. Select the Protection section in the main window of the program and left -click
anywhere in the Statistics section.

Or

Click All reports in the report window for any component. Then the Reports tab
will list report s for all program components.

2. Click the Save as button and in the window that opens specify the name of the
file in which the program's performance report will be saved.

PROTECTION MANAGEMENT



By default, Neo Security Suite boots at startup and protects your computer the entire
time you are using it. The words  Neo Security Antivirus v.2.0 in the upper right -hand

corner of the screen let you know this. All protection components  are running.
You can fully or partially disable the protection provided by Neo Security Suite.
Warning!

The Neo Technol ogy specialists strongly recommend that you do not disable
protection, since this could lead to an infection on your computer and data loss.

Note that in this case protection is discussed in the context of the protection
components. Disabling or pausing protection components does not affect the
performance of virus search tasks and program updates.

Pausing protection means temporarily disabling all the protection components that
monitor the files on your com puter, incoming and outgoing mail, executable scripts,
application behavior, and Anti  -Hacker and Anti -Spam.

To pause Neo Security Suite operation,

1. Select Pause protection in the program's context menu .
2. Inthe Pause protection window that opens, select the period of time have which
you want protection to be enabled:
1 In <time interval> - protection will be enabled this amount of time later
Use the dropdown menu to select the time interval.
1 At next program restart - protection will be enabled if you open the
program from the Start menu or after restarting your computer
(provided the program is setto  start automatically on startup ).
1 By user request only - protection will be disabled until you start it
yourself. To enable protection, selec t Enable protection from the
program's context menu .

Tip:
You can disable protection on your compute r using one of the following methods:

Clthec k buttoninthe protection section.
Select Exit from the context menu. Then the program will unload itself from your

computer's memory

As a result of temporarily disabling protection, all protection components will be
paused. This is indicated by:

1 Inactive (gray) names of the disabled components in the Protection section of
the main window.
Inactive (black and white) system tray icon.

1
9 The third protection indicator  on your computer, which points to the fact that

All protection components are paused

Fully disabling protection means stopping your protection components. Virus scan
tasks and updates continue to work in this mode.

If protection is fully disabled, it can be only be enabled by user demand. Protection
components are not automatically enabled afte r restarting the system or the program in
such a case. Remember that if Neo Security Suite is somehow in conflict with other
programs installed on your computer, you can pause individual components or create

an exclusion _list.

In order to fully disable computer protection,
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1. Open the Neo Security Suite main window.

2. Selectthe Protection section and click Settings .

3. Inthe program settin gs window, uncheck Enable protection
As a result of disabling protection, all protecti on components will be stopped. This is
indicated by:

1 Inactive (gray) names of the disabled components in the Protection section of

the main window.
1 Inactive (black and white) system tray icon.
1 The third protection indicator _ on your computer, which points to the fact that
All protection components are disabled

If at some point you paused or fully disabled protection on your compute r, you can

enable it using one of the following methods:
1 From the context menu.
To do so, select Enable protection

1 From the program’s main window

To do so, click the button on the status line in the  Protection section of the
main window.
The protection status immediately changes to running . The program's system tray icon

becomes active (color). The third computer protection indicator  will also inform you

that All protection components are  running.

One step in getting started is tr  aining Anti -Spam to work with your emails and filter out
junk. Spam is junk email, although it is difficult to say what constitutes spam for a given
user. While there are email categories which can be applied to spam with a high degree

of accuracy and gene rality (for example, mass emailing , advertisements), such emails
could belong in the inbox of some users.

If network connections that the program monitors are established on your computer

when you close the program, a notice will appear on the screen stati ng that these
connections will be disabled. This is necessary for the program to shut down correctly.
The connections are cut off automatically after ten seconds or by clicking Yes. The

majority of connections terminated will be restored after some time.

Note that if you are downloading a file without a download manager when the
connection is terminated, the file transfer will be interrupted. You will have to download
the file over again.

You can choose not to interrupt the connections by clicking No in the notice window. If
you do so, the program will continue running.

If you closed the program, you can enable computer protection again by opening Neo
Security Suite ( Start Y Programs Y Neo Security Antivirus v.2.0 Y Neo Security Antivirus
v.2.0.
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Protect ion can also be resumed automatically after restarting your operating system.
To enable this feature, select the Protection section in the program settings

window and check Launch Neo Security Suite at startup

Neo Security Suite protects you from various types of malicious programs. Regardless

of your settings, the program  always scans and neutralizes viruses, Trojans, and hack
tools. These programs can do significant damage to your computer. To make your
computer more secure, you can expand the list of threats that the program will detect

by enabling monitors for various po  tentially dangerous programs.

To choose what malicious programs Neo Security Suite will protect you from, select the

Protection section in the program settings window
The Malware categories box contains threat types :

Viruses, worms, Trojans, hack tools . This group combines the most common and
dangerous categories of ma licious programs. This is the minimum admissible security
level. Per recommendations of the experts at Neo Technology, Neo Security Suite
always monitors this category of malicious program.

Spyware, adware, dialers . This group includes potentially dangerous software that
could inconvenience a user or do significant damage.

Potentially dangerous software (riskware) . This group includes programs that are
not malicious or dangero us, however under certain circumstances they could be used
to cause harm to your computer.

The groups listed above govern the completeness of utilizing the threats signatures

when scanning objects in real time and when searching for viruses on your comput er.

If all groups are selected, Neo Security Suite provides the fullest possible anti -virus
protection for your computer. If the second and third groups are disabled, the program

will only protect you from the most common malicious programs. This does not include

potentially dangerous programs and others that could be installed on your computer

and could damage your files, steal your money, or take up your time.

Neo Technology does not recommend disabling monitoring for the second and third
groups. If a s ituation arises when Neo Security Suite classifies a program as riskware
but you do not feel that it is dangerous, you can configure exclusion for it.

A trusted zone is a list of objects that the user creates that Neo Security Suite does not
monitor. Other words, it is a set of programs excluded from protection.

The user creates a truste d zone based on the properties of the files he uses and the
programs installed on his computer. You might need to create such an exclusion list if,
for example, Neo Security Suite blocks access to an object or program and you are
sure that the file or prog ram is absolutely safe.

You can exclude files of certain formats from the scan, use a file mask, or exclude a
certain area (for example, a folder or a program), program processes, or objects
according to the status that the program assigns to objects duri ng a scan.

Attention!

An exclusion object is not scanned when the disk or folder where it is located is
scanned. However, if you select that object specifically, the exclusion rule will not be
applied.

In order to create an exclusion list,

1. Open the Neo Security Suite settings window and select the Protection
section.
2. Click the Trusted Zone buttoninthe General section.
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3. Configure exclusion rules for objects and create a list of trusted applications in
the window that opens.

Exclusion rules are sets  of conditions that Neo Security Suite uses to know not to scan

an object.

You can exclude files of certain formats from the scan, use a file mask, or exclude a
certain area (for example, a folder or a program), program processes, or objects
according verd ict.

The verdict is the status that Neo Security Suite assigns to an object during the scan. A
verdict is based on the classification of malicious and potentially dangerous programs

found in the Neo Technology Virus Encyclopedia.

Potentially dangerous sof tware does not have a malicious function but can be used as

an auxiliary component for a malicious code, since it contains holes and errors. This
categories include, for example, remote administration programs, IRC clients, ftp
services, all -purpose utilit ies for stopping processes or hiding them, key loggers,
password macros, auto dialers, etc. Such software is not classified as viruses, but it
can be divided into several types, e.g. Adware, Jokes, Riskware, etc. (for more
information on potentially danger  ous programs detected by Neo Security Suite, see the
Virus Encyclopedia at www.viruslist.com ). Resulting from the scan, such programs may

be blocked. Since several of them are widely used by users, you have the opt ion of
excluding them from the scan. To do so, you must specify the verdict assigned to that
program as an exclusion.

For example, you use a Remote Administrator program frequently in your work. This is a
remote access system with which you can work from a remote computer. Neo Security
Suite views this sort of application activity as potentially dangerous and may block it. To

keep the application from being block, you must create an exclusion rule that specifies

"not -a-virus:RemoteAdmin.Win32.RAdmin.22" as the verdict.

When you add an exclusion, a rule is created that several program components ( File
Anti -Virus and virus scan tasks can later use. You can create exclusion rules in a
special window that yo u can open from the program settings window, from the notice
about detecting the object, and from the report window.

To add exclusions on the Exclusion Mask tab.

1. Click onthe Add button in the Exclusion Mask window.
2. In the window that opens, click the exclusio n type in the Properties section:

Object - exclusion of a certain object, directory, or files that match a
certain mask from scans.

Verdict - excluding an object from the scan  based on its status from
the Virus Encyclopedia classification.

If you check both boxes at once, a rule will be created for that object
with a certain status according to Virus Encyclopedia classification. In
such a case, the following rules apply:

1 If you specify a certain file as the  Object and a certain status in
the Verdict section, the file specified will only be an exclusion if
during the scan it is classified as the threat selected.

1 If you select an area or folder as the Object and the status (or
verdict mask) as the Verdict , then objects with that status will
only be excluded from the scan in that area or folder.
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3. Assign values to the selected exclusion types. To do so, left -click in the
Description section on the specify link located next to the exc lusion type:
1 For the Object type, enter its name in the window that opens (this can be

a file, a particular directory, or a file _mask ). Check Include
subfolders for the object (file, file ma sk, folder) to be recursively
excluded from the scan. For example, if you assigned C:\Program

Files \winword.exe as an exclusion and checked the subfolder option, the
file winword.exe will be excluded from the scan if found in any
C:\Program Files subfolder s.

1 Enter the full name of the threat that you want to exclude from scans as
given in the Virus Encyclopedia oruse a  mask for the Verdict .

For some verdicts, you can assign advanced conditions for rule
application in the Advanced settings field. In most cases, this field is
filled in automatically when you add an exclusion rule from a Proactive
Defense notification.

You can add advanced settings for the following verdicts, among others:

1 /nvader . For this verdict, you can give a name, mask, or complete
path to the object being embed (for example, a .dll file) as an
additional exclusion condition.

1 Launching Internet Browser . For this verdict, you can list
browser open settings as additional exclusion settings.

For examp le, you blocked browsers from opening with certain
settings in the Proactive Defense application activity analysis.
However, you want to allow the browser to open for the domain
www.kasperky.com with a link from Microsoft Office Outlook as
an exclusion rul e. To do so, select Microsoft Office Outlook as the
exclusion Object and Launching Internet Browser  as the Verdict ,
and enter an allowed domain mask inthe  Advanced settings field.
4. Define which Neo Security Suite components must use this rule. If all is
selected, this rule will apply for all components. If you want to restrict the rule to
one or several components, click on all, which will change to selected . In the
window that opens, check the boxes for the components that you want this
exclusion rule to a pply to.

7o create an exclusion rule from the program notification that it has detected a
dangerous object:

1. Use the Add to trusted zone link in the notification window.

2. In the window that opens, be sure that all the exclusion rule settings suit you.
The object name and threat type assigned to it are filled in automatically based
on the information from the notification. To create the rule, click OK.

To create an exclusion rule from the report window:

1. Select the object in the report that you want to add to the exclusions.

2. Open the context menu and select  Add to trusted zone

3. The exclusion settings window will then open. Be sure that all the exclusion rule
settings suit you. The object name and threat type assigned to it are filled in
automatically based on the information in the report. To create the rule, click
OK.
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In the Selecting an exclusion component/task window, you can define which Neo
Security Suite components or tasks will use the exclusion rule.

All vir us scan tasks use exclusion rules by default. If the rule does not need to apply to
any of these components, uncheck the box next to that task or component.

You can enter exclusion objects in the Object name window. This could b e a file, a file
mask , or a directory. You can select an object from the directory tree or enter it in the
Object field.

Let's look at some examples of permitted masks that you can use when create file
exclusion lists:

1. Masks without file paths:
T *.exe - all files with the extension . exe
1 *.ex? - all files with the exten sion . ex?, where ? can represent any one
character
1 test - all files with the name fest
2. Masks with absolute file paths:
1  C:\dir\*.* or C:\dir\* or C:\dir\ - all files in the folder C:ldir|
T C:\dir\*.exe - all files with the extension. exe in the folder C:ldir|
T C:\dir\*.ex? - all files with the extension . ex? in the folder C:ldir |, where ?
can represent any one character
1 C:\dir\test - only the file C:ldir ltest

If you do not want the program to scan files in the subfolders of this folder,
check Include subfolder s when creating the mask.

3. Masks with relative file paths:
M dir\*.* or dir\* or dir\ - all files in all dlir Ifolders
1 dir\test - all test files in dir | folders
1 dir\*.exe - all files with the extension. exein all dir| folders
M dir\*.ex? - all files with the e xtension . ex?in all dirlfolders , where ? can
represent any one character

If you do not want the program to scan files in the subfolders of this folder,
check Include subfolders when creating the mask.
Tip:
** and * exclusion masks can only be used if you assign an excluded threat verdict.
Then the threat specified will not be detected in any objects. Using these masks without
selecting a verdict essentially disables monitoring.
We also do not recommend that you select a virtual drive as an exclusion t hat was
created on the basis of a file system directory using the subst command. There is no
point in doing so, since during the scan, the program perceives such a virtual drive as a
folder and consequently scans it.

When adding threats with a certain verdict from Virus Encyclopedia classification as
exclusions, you can specify:
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1 the full name of the threat as given in the Virus Encyclopedia at
www.viruslist.com _ (for example, not-a-virus:RiskWare.RemoteAdmin.RA.311 or
Flooder.Win32.Fuxx);

1 Threat name by mask. For example:

1 not-a-virus* - exclude legal but potential dangerous programs from the
scan, as well as joke programs.

*Riskware.* - exclude riskware from the sc  an.

*RemoteAdmin.* - exclude all remote administration programs from the

scan.

f
f

For some verdicts, you can assign advanced conditions for applying rules in the
Advanced settings field. In most cases, this field is filled in automatically when you add
an exclusion rule from a Proactive Defense notice.

You can add advanced settings for the following verdicts, among others:

1 /nvader . For this verdict, you can give a name, mask, or complete path to the

object being embed (for example, a .dll file) as an additi onal exclusion condition.
1 Launching Internet Browser . For this verdict, you can list browser open settings
as additional exclusion settings.

For example, you blocked browsers from opening with certain settings in the
Proactive Defense application activity analysis. However, you want to allow the
browser to open for the domain www.neotechnology.com.mx with a link from
Microsoft Office Outlook as an exclusion rule. To do so, select Outlook as the
exclusion Object and Launching Internet Browser as the Verdict , and enter an
allowed domain mask in the  Advanced settings field.

You can only exclude trusted applications from the scan in Neo Security Suite if
installed on a computer running Microsoft Windows NT 4.0/2000/XP/Vista.

Neo Security Suite can create a list of trusted applications that need not have their file
and network activity monitored, suspicious or otherwise.

For example, you feel that objects used by Microsoft Windows Notepad are safe and do
not need to be scanned. In other words, you trust this program. To exclude objects
used by this process from scanning, add Notepad to the trusted applications list.
However, the executable file and the trusted application process will be scanned for
viruses as before. To fully exclude the application from scanning, you must use
exclusion rules .

In addition , some actions classified as dangerous are perfectly normal for the features

of a number of programs. For example, programs that automatically toggle keyboard
layouts, such as Punto Switcher, regularly intercept text entered on your keyboard. To
account fo r the specifics of such programs and stop monitoring their activity, we
recommend adding them to the trusted application list.

Using trusted application exclusion can also solve potential compatibility conflicts
between Neo Security Suite and other applic ations (for example, network traffic from

another computer that has already been scanned by the anti -virus application) and can
boost computer productivity, which is especially important when using server
applications.

By default, Neo Security Suite scans objects opened, run, or saved by any program
process and monitors the activity of all programs and the network traffic they create.

You can create a trusted applications list on the special Trusted applications tab.
This contains by default a list of applications that will not be monitored based on Neo
Technology recommendations when you install Neo Security Suite. If you do not trust an
application on the list, deselect the corresponding checkbox. You can edit the list using

the Add, Edit, and Delete buttons ont he right.

7o add a program to the trusted application list:
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1. Click the Add button located in the right -hand part of the window.

2. Inthe Trusted Application  window that opens, select the application
using the Browse button. A context menu will open, and by clicking
Browse you can go to the standard file selection window and select the
path to the executable file, or by clicking Applications you can go to a list
of applications currently running and select them as necessary.

When you select a program, Neo Security Suite remembers the internal
attributes of the executable file and uses them to identify the program as
trusted during scans.

The file path is inserted automatically when you select its name.
3. Then specify the actions performed by this process that Neo S ecurity
Suite will not monitor:

Do not scan opened files - exclude all files that the tr usted
application process opens from the scan.

Do not restrict application activity - exclude any activity,
suspicious or otherwise, that the trusted application is
performing, from Proactive Defense monitoring.

Do not restrict registry access 0 exclude attempts to access
the system registry from scanning when initiated by trusted
applications.

Do not scan network traffic - exclude network traffic that the
trusted application initiates from scans for viruses. You can
exclude all the appl i caencrgpted tsafficn et wor k tr
(SSL) from the scan. To do so, click the  all link. It will change to
encrypted . In addition you can restrict the exclusion to specific
remote host or port. To create a restriction, click all, which will
change to selected , and enter a value for the remote port/host.

You must enter a remote port number in the Remote port window that limits exclusion of
network traffic for the trusted application.

You can enter the port number manually or use the scrolling a rrow.

You must enter a remote port number in the Remote IP address window that limits
exclusion of network traffic for the trusted application.

To conserve the battery of your laptop computer, and to reduce the load on the central
processor and disk subsystems, you can postpone virus scans:



1 Since virus scans and program updates sometimes require a fair amount of

resources and can take up time, you are advised to disable schedules for these
tasks. This will help you to save battery life. If necessary, you can update the

program yourself or start a virus scan. To use the battery  -saving feature, check

the Disable sc heduled scans while running on battery power box.

i Virus scans increase the load on the central processor and disk subsystems,
thereby slowing down other programs. By default, if such a situation arises, the
program pauses virus scans and frees up system r esources for user
applications.

However, there are a number of programs that can be launched as soon as the
processorf6s resources are freed and run

not to depend on the operation of such programs, check Concede
resources to other applications

Note that this setting can be configured individually for every virus scan task. If
you choose to do this, the configuration for a specific task has a higher priority.

To configure power settings for virus scan tasks.:
Select the Protection section of the main program window and click Settings. Configure

power setting s in the Additional box.

Today's malicious programs can invade the lowest levels of an operating system, which
makes them practically impossible to delete. Neo Security Antivirus v.2.0  asks you if
you want to run Advanced Disinfe ction Technology when it detects a threat currently
active in the system. This will neutralize the threat and delete it from the computer.

After this procedure, you will need to restart your computer. After restarting your
computer, we recommend running a full virus scan . To use Advanced Disinfection

Technology, check Enable Advanced Disinfection Technology.
To enable/disable advanced disinfection technology:
Select the Protection section of the main prog ram window and click Settings. Configure

power settings in the Additional box.

A special component is included in Neo Security Antivirus v.2.0 to protect your
computer's file system from infection, File Anti-Virus. 1t loads when you start your
operating system and runs in your computer's RAM. It scans all files that are opened,
saved, or executed.

The indicator of the component's operation is the Neo Security Suite system tray icon,

which looks like whenever a file is being scanned.

n

back
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File Anti -Virus by default only scans NEW OR ALTERED  FILES; in other words, files that
have been added or changed since the previous scan. The iChecker ¥¥ and iSwift ¥/
technologies make this possible. A file check sum table is used for these technologies.

Files are scanned accordingt o the following algorithm:

1. User or program access to each file is intercepted by the component.

2. File Anti -Virus scans the iChecker “fand iSwift *!databases for information on the
file intercepted. A decision is made whether to scan the file based on the
information retrieved.

The scanning process includes the following steps:

1. The file is analyzed for viruses. Malicious objects are detected by comparison
with  threat signatures  used by the program. The signatures contain
descriptions of all the malicious programs, threats, and network attacks known
to date and methods for neutralizing them.

2. After the analysis, the program may take the following courses of action:

a. If malicious code is detected in the file, File Anti -Virus blocks the file,
places a copy of i tin backup , and attempts to disinfect the file. If the file
is successfully disinfected, it becomes available again. If not, the file is
deleted.

b. If code is detected in a file that appears to be malicious but there is no
guarantee, the file is subjectto  disinfection and is sentto  Quarantine .

c. If no malicious code is discovered in the file, it is immediately restored.

File Anti -Virus protects files that you work with on one of the following levels:

High - the level with the most comprehensive monitoring of files being opened,
saving, or run.

Recommended . Neo Technology experts recommend this settings level. It will
scan the following object categories:

1 programs and files by contents;
1 new objects and objects mod ified since the last scan;
1 Embedded OLE objects.

Low - level with settings that let you comfortably use applications that require
significant system resources, since the set of files scanned is cut back.

By default, the File Anti -Virus is setto Recommend ed.

You can raise or lower the protection level by selected the level you want or changing
the settings for the current level.
In order to change the security level,

Adjust the sliders. By adjusting the security level, you define the ratio of scan speed and
the total number of files scanned: the fewer files are subject to analysis for viruses, the
higher the scan speed.

If none of the file security levels listed meets your needs, you can customize the
protection settings. To do so, select the level that is closest to what you need as a
starting point and edit its settings. In such a case, the level will be set at Custom
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settings . We will examine an example of when user defined file security levels may be
useful.

Example :

The work you do on your compute r leads you to use a large number of different types of
files, some of which may be fairly large. You would not want to run the risk skipping any
files in the scan because of the size or extension, even if this would somewhat affect the
productivity of you r computer.

Tip for selecting a level

Based on the source data, one can come to the conclusion that there is a fairly high risk

of being infected by a malicious program. The size and type of the files being handled is
quite varied and skipping themint  he scan would put the information on the computer at
risk. The basic requirement for the scan is analyzing the files handled for the contents,
not by extension.

It is recommended that you use Recommended as your basic pre -installed security
level, with th e following changes: remove the restriction on the size of files scanned and
optimize File Anti -Virus operation by only scanning new and changed files. In such a
case, the load on the computer when scanning files will be reduced, so you can
comfortably use other applications.

To modify the settings for the current security level,

Click the Customize button in the File Anti -Virus settings window. Edit the File Anti  -Virus
settings in the window that opens and click OK.

As a result, a fourth security level  will be created, Custom settings , which contains the
protection settings that you assigned.

When specifying the types of files to be scanned, you establish what file formats, sizes,
and what drives will be scanne d for viruses when opened, executed, or saved.

To make configuration easier, all files are divided into two groups: simple and
compound . Simple files do not contain any objects. Compound objects can include
several objects, each of which may also have sev  eral nesting levels. There are many
examples: archives, files containing macros, tables, e -mails with attachments, etc.

The types of file to be scanned are defined in the File types section. Select one of
the three options:

Scan all files . With this option selected, all file system objects that are
opened, started, or saved will be su  bject to analysis without exceptions.

Scan programs and documents (by contents) . If you select this group of
files, File Anti -Virus will scan only potentially infected files - files that a virus
could imbed itself in.

Note:



There are a number of file formats that have a fairly low risk of having malicious
code injected into them and subse  quently being activated. An example would be
Ixt files.

And vice versa, there are file formats that contain or can contain executable
code. Examples would be the formats .exe, .dll, or .doc. The risk of injection and
activation of malicious code in such files is fairly high.

Before searching for viruses in a file, its internal header is analyzed for the file
format (txt, doc, exe, etc.). If the results of the analysis show that the file format

is type that cannot be infected, it is not scanned for virus es and is immediately
restored for use. If the file format makes it possible for the file to be infected, the

file is scanned for viruses.

Scan programs and documents (by extension) . In this case, File Anti -Virus
will only scan potentially infected files, but the file format will be determined by
extension. Using the extension link, you can review a list of file extensions that
are scanned in this case.

Tip:

Do not forget that someone co uld send a virus to your computer with the extension .txt,
although in reality it could be an executable file renamed as a .txt file. If you select the
Programs and documents (by extension) option, such a file would be skipped by the
scan. If the Programs and documents (by contents) is selected, ignoring extensions,
File Anti -Virus will analyze file headers, which will uncover that the file is an .exe file.
Such a file would be thoroughly scanned for viruses.

In the Productivity section, you can spec ify that only new files and those that have
been modified since the previous scan should be scanned for viruses. This mode of
operation noticeably cuts down on scan time and increases the program's performance

speed. To do so, you must check Scan new and changed files only . This mode
extends to simple and compound files.

In the Compound files section, specify which compound files must be analyzed for
viruses:

Scan All/New only archives - scan ZIP, CAB, RAR and ARJ archives.

Scan All/New only installation pac kages - analyze self -extracting archives
for viruses.

Scan All/New only embedded OLE ob jects - scan objects imbedded in files
(for example, Excel spreadsheets or a macro imbedded in a Microsoft Office
Word file, e -mail attachments, etc.).

For each type of compound file, you can select and scan all files or only new ones. To do

so, use the I ink next to the name of the object. It changes its value when you left -click it.
If the Productivity section has been set up only to scan new and changed files, you will

not be able to select the type of compound files to be scanned.

To specify what compou nd files should not be scanned for viruses, use the following
settings:
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Extract in back ground archives larger than ... MB. If the size of a compound
object exceeds this restriction, the program will scan it as a single object (by
analyze the header) and will return it to the user. The objects that it contains will
be scanned later. If the bo X is not checked, access to files larger than the size
indicated will be blocked until they have been scanned.

Do not process archives larger than ... MB. In this case, files larger than the
size specified will be skipped by the scan.

File Anti -Virus by default scans all files when they are used, regardless of where they
are stored, whether it be a hard drive, CD/DVD  -ROM, or flash disk.
You can limit the scope of protection. To do so:

1. Select File Anti-Virus in the main window and go to the component settings
window by clicking  Settings .

2. Click the Customiz e button and select the Protection Scope tab in the
window that opens.

The tab displays a list of objects that File Anti ~ -Virus will scan. Protection is enabled by
default for al objects on hard drives, removable media, and network drives connected

to your computer. You can add to and edit list using the  Add, Edit, and Delete buttons.
If you want to narrow the range of the protected objects, you can do so using the
following methods:

1 Specify only folders, drives, and files that need to be protected.

1 Create alist of objects that need not be protected

1 Combine methods one and two; in other words, create a protection scope from
which a number of objects are excluded.

Warning!

Remember that File Anti  -Virus will scan only the files that are included in the protection
scope created. Files that are not included in that scope will be available for use without
scanning. This increases the risk of infection on your computer.

The Select Object to Scan window displays a list of all the objects on your computer
that you can scan for viruses.
In order to add one of the listed obj  ects to the virus scan list, select it and click OK.

You can use masks when you add objects for scanning. Note that you can only enter
masks will absolute paths to objects:

1 C:\dir\* or C:\dir\* or C:\dir\ - all files in the folder C:ldir|

T C:\dir\*.exe - all files with the extension .exe in the folder C:ldir|

1 C:\dir\*.ex? - all files with the extension .ex? in the folder C:ldirl, where ?
represents any one character

I C:\dir\test - only the file C:ldir Itest

In order for the scan to be carried out recursivel y, check Include subfolders


mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help53.html#wp5000911

As additional Fil e Anti-Virus settings, you can specify the file system scanning mode
and configure the conditions for temporarily pausing the component.

To configure additional File Anti  -Virus settings:

1. Select File Anti-Virus in the main window and go to the component s  ettings
window by clicking  Settings .

2. Click the Customize button and select the Additional tab in the window that
opens.
The file scanning mode determines the File Anti -Virus processing conditions. You have

following options:

I Smart mode . This mode is ai med at speeding up file processing and returns
them to the user. When it is selected, a decision to scan is made based on
analyzing the operations performed with the file.

For example, when using a Microsoft Office file, Neo Security Suite scans the file
when it is first opened and last closed. All operations in between that overwrite
the file are not scanned.

Smart mode is the default.

1 On access and modification 9 File Anti -Virus scans files as they are opened or
edited.

1 Onaccess 0only scans files when a n attempt is made to open them.

1 On execution 9 only scans files when an attempt is made to run them.

You might need to pause File Anti -Virus when performing tasks that require significant

operating system resources. To lower the load and ensure that the us er regains access

to files quickly, we recommend configuring the component to disable at a certain time

or while certain programs s used.

To pause the component for a certain length of time, check On schedule and in the
window that opens click  Schedule to assign a time frame for disabling the component

To disable the component when working with programs that require significant

resources, check On applications startup  and edit the list of programs in the
window that opens by clicking  Applications .

In this window, you can configure a schedule for pausing and resuming File Anti -Virus.
To do so, ente r a value in the format HH:MM in the corresponding fields.

In this window, you can create a list of applications that will pause File Anti -Virus when
they are running.

To add an application to the list, use the Add button. A context menu will open, and by
clicking Browse you can go to the standard file selection window and specify the
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executable file the application to add. Or, go to the list of applications currently running
from the Applications item and select the o ne you want.

To delete an application, select it from a list and click Delete .

You can temporarily disable the pause on File Anti -Virus when using a specific
application. To do so, uncheck the name of the application. You do not have to delete it
from th e list.

When configuring File Anti -Virus, you can always return to the recommended
performance settings. The Neo Technology experts consider them to be optimal and
have collected them inthe Recommended security level.

In order to restore the default File Anti  -Virus settings,

1. Select File Anti-Virus in the main window and go to the component settings
window by clicking  Settings .

2. Click the Default button in the Security Level section.

If you modified the list of objects included in the protected zone when configuring File
Anti -Virus settings, the program will ask you if you want to save that list for future use

when you restore the initial settings. To save the list of objects, check Protected Zone in
the Restore Settings window tha t opens.

If, while scanning a file for viruses, it is discovered that it is infected or suspected of
being infected, the subsequent actions of File Anti -Virus depend on the objects status
and the selected action.

File Anti -Virus can label an object with one of the following statuses:

Status as a malicious program _ (for example, virus, Trojan ).

Potentially infected , when the scan cannot determine whether the object is
infected. This means that the program detected a sequence of code in the file
from an unknown virus or modified code from a known virus.

f
f

By default, all infected files are subject to disinfection, and if they are potentially
infected, they are sent to Quarantine.
To change an action for an object,

Select File Anti -Virus in the main window and go to the component settings window by

clicking Settings . All potential actions are d isplayed in the appropriate sections.

I e eeiem SElEEY When a dangerous object is detected

was
File Anti -Virus issues a warning message containing information
‘ about what malicious program has infected or potentially
actionprompt O linfected the file and gives you the choice of one of the following

actions. Depending on the stat  us of the object, actions can vary.

File Anti -Virus blocks access to t he object. Information about
this is recorded in the report . You can try to treat this object
later.

Block access

File Anti -Virus will block access to the object and will attempt to
Block access disinfect it. If it is successfully disinfected, it is restored for
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regular use. If the file could not be treated, it will be assigned the

Disinfect Status of potentially infected  and is move d to Quarantine .
Information about this is recorded in the report . Later you can
attempt to disinfect this object.

Block access
File Anti -Virus will block access tot he object and will attempt to
Disinfect |[disinfect it. If it is successfully disinfected, it is restored for
regular use. If the object cannot be disinfected, it is deleted. A
Delete if COPY of the object will be stored in  Backup .

disinfection
fails

Block access

File Anti -Virus will block access to the object and will delete it.
Disinfect

Delete

Before attempting to treat the object or delet e it, Neo Security Suite creates a backup
copy and sends it to Backup in case the object needs to be  restored or an opportunity
arises to treat it.

All operations carried out by File Anti  -Virus are recorded in a special report.

Total statistics are given in the main program window in the Statistics section. Here you
can review the number of files scan since File Anti -Virus was started, what file was
scanned last, how many files among those scanned had viruses found in them, how
many of them were not disinfected for one reason or another, and which file is being
scanne d in the current moment.

To see more detailed information on component operation, left -click anywhere in the
section. You will see a detailed report on the component operation, grouped on tabs:

1 All dangerous objects detected in the File system protection process are listed
on the Detected tab. Here you will find the full path to the location of each obj ect
and the status assigned to it by File Anti  -Virus: if what malicious program
infected the object was successfully established, it will be assigned the
appropriate status. For example, virus, Trojan, etc. If the type of malicious effect
cannot be exactly established, the object is assigned the status suspicious . Next
to the status, the action taken for the object is specified (detected, not found,
and disinfected ). In order for this tab not to contain information about

disinfected objects, uncheck Show neutralized objects

1 A complete list of events that have arisen while using File Anti -Virus is kept on
the Events tab. The events can have the following statuses:
1 Informative event (for examp le: object not processed: skipped by type).
1 Warning (for example: a virus is detected).
1 Note (for example: the archive is password protected).

As a rule, the informative messages are of a reference nature and are not of particular

interest. You can disable display of informative messages. To do so, uncheck Show
all events .
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1 Scan statistics appear on the appropriate tab. Here you will find the total
number of objects scanned, and then special columns separately display how
many objects out of the total humber scanned are archives, how many are
dangerous, how many have been disinfected, how many sent to Quarantine, etc.

1 The settings that File Anti -Virus is running with are displayed on the Settings
tab. Use the Change settings _link to quickly configure the component.

If you selected as the action for malicious programs Block access , the objects will
not be treated and access to them will be blocked.
If the actions selected were:

Block access

Disinfect
All untreated objects will also be blocked.
In order to regain access to blocked objects, you first have to disinfect them. To do so:

1. Select File Anti -Virus in the main window of the program and left  -click anywhere
in the Statistics section.

2. Select the objects that interest you on the Detected tab and click the Action Y
Neutralize all button.

If it is successfully disinfected, it will restore for regular use. If the object cannot be

treated, you will be offered to options to delete or skip it. In the latter case, access to
the file will be restored. However, this signif icantly increases the risk of infection on

your computer. It is strongly recommended not to skip dangerous objects.

MAIL ANTIVIRUS

Neo Security Antivirus includes a special component that protects incoming and

outgoing mail fro m dangerous objects, Mail Antivirus . It loads when the operating
system is started and is always running and scans all e -mail on protocols POP3, SMTP,
IMAP, MAPI 1 and NNTP, as well as secure connections (SSL) for POP3 and IMAP.

The indicator of the component's operation is the Neo Security Antivirus system tray

icon, which looks like whenever an e -mail is being scanned.
By default, e -mail protection is carried ou t as follows:

1. Each e-mail received or sent by the user is intercepted by Malil Antivirus .

2. The e-mail is broken down into its parts: the e -mail heading, its body, and
attachments.

3. The body and attachments of the e -mail (including OLE attachments) are
scan ned for dangerous objects. Malicious objects are detected using the threat

signatures included in the program and with the heuristic algorithm. The
signatures contain descriptions of all the malicious programs known to date and
methods for neutralizing the  m. The heuristic algorithm can detect new viruses
that have not yet been entered in the threat signatures.

4. After the virus scan, the following behavior options are available:

9 if the body or attachments of the e  -mail contain malicious code, Malil
Antivirus  will block the e -mail, place a copy of the infected object in
back -up, and will try to disinfect the object. If the e -mail is successfully
disinfected, it becomes available to the user again. If not, the infected
objectin the e -mail is deleted. After the  Antivirus scan, special text is
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inserted in the subject line of the e  -mail, stating that the e -mail has been
processed by Neo Security Antivirus .

1 If code is detected in the body or an attachment that appears to be
malicious but there is no guarantee, the su  spicious part of the e -mail is
sentto Quarantine .

1 If no malicious code is discovered inthe e  -mail, it is immediately made
available again to the user.

A special plug -in is provided for Microsoft Office Outlook that can configure mail scans
more exactly.

If you use The Bat!, Neo Security Antivirus can be used in conjunction with other
Antivirus applications. The rules for processing e -mail traffic are configured directly in
The Bat! and superse de the Neo Security Antivirus mail protection settings.

When working with other mail programs (including Microsoft Outlook Express, Mozilla
Thunderbird, Eudora, Incredimail), Malil Antivirus scans mail on SMTP, POP3, IMAP, and
NNTP protocols.

Note that e -mails transmitted on IMAP are not scanned in Thunderbird if you use filters
that move them out of your Inbox.

Neo Security Antivirus protects your e -mail on one of the following levels:
High - the level with t he most comprehensive monitoring of incoming and
outgoing e -mails. The program scans e -mail attachments in detail regardless of
the time of the scan, including for archives.
Recommended . Neo Technology experts recommend this level. They determine
the scan of the same objects as High, with the exception of attachmentsore -
mails that will take more than three minutes to scan.
Low - security level with settings that let you comfortably use applications that
require significant system resources, since the set of e-mail objects scanned is
cut back. Thus, only your incoming e  -mail is scanned on this level, and in doing
so archives and objects (e -mails) attached are not scanned that take more than
three minutes to scan. It is recommended to use this level if you have additional
e-mail protection software installed on your computer.

By default, e -mail security is setto Recommended .

You can raise or lower the e -mail protection level by selected the level you want or

changing the settings for the current level.

In order to change the security level,

Adjust the sliders. By altering the security level, you define the ratio of scan speed and
the total number of objects scanned: the fewer e -mail objects are subject to analysis for
dangerous objects, the higher the sca  n speed.

If any of the pre -installed levels does not fully meet your needs, you can alter its

settings. In such a case, the level will be set at Custom settings . We will examine an
example of when user defined e -mail security levels may be useful.

Example:

Your computer is outside of the local network and uses a dial -up Internet connection.

You use Microsoft Outlook Express as a mail client for receiving and sending e -mail, and
one of the free e -mail services as a mail service. For a number of reasons, y our mail

contains archived attachments. How do you maximally protect your computer from
infection through e -mail?

Tip for selecting a level

By analyzing source data, one can come to the conclusion that danger of a malicious
program infecting your comput  er through e -mail in the scenario outline is extremely
high (no centralized e -mail protection and the method for connecting to the Internet).
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It is recommended that you use  High as your basic pre -installed security level, with the
following changes: itis recommended that you reduce the scan time for attachments,

for example, to 1 -2 minutes. The majority of archived attachments will be scanned for
viruses and the processing speed will not be seriously slowed.

To modify the settings for a preconfigured sec urity level,

click the Customize button in the Mail Antivirus settings window. Edit the mail
protection settings in the window that opens and click OK.

The rules with which your e -mail is scanned are defined by a collection of settings. The
settings can be broken down into the following groups:

settings that define the  protected group of e-mails;
the settings that assign the list of  objects not scanned by Mail Antiv irus ;

f
f

Warning!
This version of Neo Security Antivirus does not provide Mail Antivirus plug -ins
for 64 -bit mail clients.

1 settings that define  actions on dangerous e -mail objects .

Mail Antivirus allows you to select exactly what group of e  -mails must be scanned for
dangerous objects.

By default, the compon ent protects e -mail in accordance with the Recommended
protection level, which means scanning both incoming and outgoing mail. When you

first begin working with the program, it is recommended to scan outgoing mail, since it

is likely that there are worms o n your computer that use e -mail as a channel for
distributing themselves. This will help to avoid unpleasant situations related to the
unmonitored mass mailing of infected e  -mails from your computer.

If you are certain that the e -mails that you are sendin g cannot contain dangerous
objects, you can disable the outgoing mail scan. To do so:

1. Click onthe Customize button in the Mail Antivirus configuration window.

2. Inthe Mail Antivirus settings window that opens, select Only incoming
e-mail in the Scope section.

In addition to selecting an e -mail group, you can specify whether archived attachments
should be scanned and also set the maximum amount of time for scanning one e -mail
object. These settings are configured in the Restrictions section.
If your computer is not protected by any local network software, and going on the
Internet does not involv e a proxy server or a firewall, it is recommended not to disable
the archived attachment scan and not to set a time limit on scanning.
If you are working in a protected environment, you can change the time restrictions on
scanning to increasing the e  -mail scan speed.
You can configure the filtration conditions for objects connected to an e -mail in the
Attachment filter  section:

Disable filtering - do not use additional filtration for attachments.
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Rename selected attachment types - filter out a certain attachment format
and replace the last character of the file nhame with an underscore. You can
select the file type by clicking the File types button.

Delete selected attachment types - filter out and delete a certain
attachment format. You can  select the file type by clicking the File types button.
By using the filter, you add security to your computer, since malicious programs spread
through mail most frequently as attachments. By renaming or deleting certain
attachment types, you protect your computer from automatically open attachments
when a message is received and other potential hazards.

5. How do | add a file name mask?
In this window, you can add a file name mask that will filter e -mail attachments.

File mask is a file name and extensio n represented with wildcards. The two basic

wildcards used in file masks are * and ?, * standing for any number of characters, and ?
standing for any one character. Using these wildcards, you can represent any file. Note

that the file name is always separa ted from the extension by a period.

6 How do | configure email processing in Mic rosoft Office
Outlook?

If you use Microsoft outlook as your mail client, you can set up custom configurations
for virus scans.
A special plug -in is installed in Microsoft Offi ce Outlook when you install Neo Security

Antivirus . It can quickly bring up configuration of Malil Antivirus settings and also
determine at what time the e  -mail will be scanned for dangerous objects.
Warning!

This version of Neo Security Antivirus does no t provide Mail Antivirus plug -ins for 64 -bit
Microsoft Office Outlook.

The plug -in comes in the form of a special  Mail Antivirus tab located under Service ®
Settings .
Select the e -mail scan modes:

Scan upon receiving - analyze every e -mail when it enters your inbox.
Scan when read - scan the e -mail when you open it to read it.

Scan upon sending - analyze each e -mail you send for viruses at the time
that you send it.

Warning!

If you use the Microsoft Office Outlook connection to your mail servic e using IMAP
protocol, it is recommended that you do not use Scan upon receiving mode. Enabling
this mode will lead to forcing e -mails to be copies to the local computer when delivered

to the server, and consequently the main advantage of IMAP is lost -- creating less

traffic and dealing with unwanted e -mail on the server without copying them to the
user's computer.

The action that will be taken on dangerous e  -mail objects is set in the Mail  Antivirus
settings. You can configure them by clicking here .

7 How do | configure email scans in The Bat! ?
Actions on infected e -mail objects in The Bat! are defined with the program's own tools.

Warning!



The Mail Antivirus settings that determine whether incoming and outgoing e -mail is
scanned, as well as actions on dangerous e -mail objects and exclusions, are ignored.
The only thing that The Bat! takes into account is scanning archived attachments and

time limits on scanning one e -mail object .
This version of Neo Security Antivirus does not provide Mail Antivirus plug -ins for 64 -bit
The Bat!.

To set up e -mail protection rules in The Bat!,

1. Select Preferenc es from the Options menu.
2. Select Virus protection from the settings tree.

The protection settings presented extend to all the Antivirus modules installed on the
computer that support work with the Bat!
You must decide:

What group of e -mails will be subj ectto Antivirus scans (incoming, outgoing);

At what point in time e -mail objects will be scanned for viruses (when opening an
e-mail or before saving one to disk);

1 The actions taken by the mail client when dangerous objects are detected in e -
mails. For ex ample, you could select:

=a =

Try to cure infected parts - tries to treat the infected e  -mail object, and if
the object cannot be disinfected, it stays in the e -mail. Neo Security
Antivirus  will always inform you that the e -mail object is infected. But
even if you select Delete in the Mail Antivirus notice window, the object
will remain in the e -mail, since the action selected in The Bat! takes
precedent over the actions of Mail ~ Antivirus .

Delete infected parts - delete the dangerous object in the e -mail,
regard less of whether it is infected or suspected of being infected.

By default, The Bat! places all infected e  -mail objects in the Quarantine folder without
treating them.

Warning!
The Bat! does not give e -mails containing dangerous objects special headers.

9. How do | restore default mail antivirus settings?

When configuring Mail AntiVirus, you can always return to the recommended
performance settings. Neo Technology considers them to be optimal and has combined
them in the Recommended security level.

To rest ore the default Mail AntiVirus settings:

1. Select Mail AntiVirus in the main window and go to the component settings
window by clicking  Settings .

2. Click the Default button in the Security Level section.
10. How do | select actions for dangerous emalil
objects?

If scanning e -mails for v iruses shows that an e -mail or any of its parts (body,
attachment) is infected or is suspected to be infected, the further operations of Mail
Antivirus depend on the status of the object and the action selected.

One of the following statuses can be assign  ed to the e -mail object after the scan:
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9 status of a type of malicious program _(for example, wvirus, Trojan).
1 Potentially infected , when the scan cannot determine whether the object is
infected. This means that the program detected a sequence of code in the file
from an unknown virus or modified code from a known virus.
By default, upon detection of a  dangerous of potentially infected object, Mail Antivirus

displays a warning on the screen and offers a choice of several actions for the object.
To change an action for an object,

open the Neo Security Antivirus settings window and select Mail Antivirus . All
possible actions for dangerous objects are listed in the Action section.

Let's look at the possible options for processing dangerous e -mail objects in more
detail.
If the action selected was When a dangerous object is detected

Mail Antivirus will issue a warning message
containing information about what malicious
program has infected (potentially infected) the file
and gives you the choice of one of the following
actions.

Prompt for action

Mail Antivirus blocks access to the object.
Information about th is is recorded in the report .

Block access Later you can attempt to disinfect __this object.

Mail Antivirus blocks access to the object and
attempts to disinfect it. If it is successfully
disinfected, the object will be available for regular
use. If the object cannot be disinfected, it is moved to
Quarantine . Information about this is recorded in the
report . Later you can att empt to disinfect this object.

Block access

Disinf ect

Block access
Mail Antivirus blocks access to the object and
attempts to disinfect it. If it is successfully
Disinfect disinfected, the object will be available for regular
use. If the object cannot be disinfected, it is deleted.
Delete A copy of the object will be stored in Backup .

i Potentially infected objects are moved to Quarantine .
disinfection
fails 1

Block access
When Mail Antivirus detects an infected or potentially
infected object, it deletes it  without informing the
Disinfect user.

Delete

1If The Bat! is used as a mail client and this action of Mail Antivirus is applied,
dangerous objects will be either disinfected or deleted (depending on the type of
action, selected in The Bat!).

Before attempting to treat the object or delete it, Neo Security Antivirus creates a

backup copy and sends itto  backup in case the object needs to be restored or an
opportunity arises to treat it.
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11. do | check the email protection statistics?
You will find general information on component operation in the main window of the

program. In order to examine them, select Mail Antivirus inthe Protection section
of the main window.

The Statistics section contains information on how many e -mails (e -mail body, headers,
and attachments ) have been scanned since Neo Security Antivirus was loaded, how
many of them were classified as dangerous objects, and how many dangerous objects

were not processed, for whatever reason. To view detailed inform ation, left -click
anywhere in the section. You will be presented with a full report.

Composite statistics for Mail ~ Antivirus are found in the upper part of the report. They
often repeat information in the Statistics section of the program's main window.

Basic information on component operation is grouped by tab in the middle of the

window.

1 All the dangerous objects detected in your e -mails are listed on the Detected
tab. In order for this tab not to contain information about disinfected e -mail
objects, uncheck Show neutralized objects

1 A complete list of events that have arisen while using Malil Antivirus is kept on

the Events tab. Events can be either informative or critical. As a rule, the
informative events are of a reference nature and are not of particular interest.

You can disable display of such events. To do so, uncheck Show all events .

1 Scan Statistics appear on the appropriate tab. Here you will find the total
number of e -mail objects scan ned and then in special columns it is separately
indicated how many objects out of the total number scanned are archives, how
many are dangerous, how many have been disinfected, how many sent to
Quarantine, etc.

1 All component operation settings are display ing on the Settings tab.

You should also pay attention to the status of Mail Antivirus : whether it is currently
enabled. If an error occurs in component operation, we recommend that you try

restarting the component. To do so, use the button in the status field. If the next
attempt again produces the error, we recommend that you save the report on
component operation in a file using the Save as button, contact the Technical Suppor
Service, and send us the report file. Neo Technology specialists will investigate the
situation and assist you.

WEB ANTIVIRUS

Whenever you use the Internet, you subject information stored on your computer to the

risk of infection by dangerous programs. They can penetrate your computer when you

read an article on the Internet.

Neo Security Antivirus includes a special component for ensuring the security your
Internet use - Web Antivirus . It protects information coming to your computer via HTTP
and also prevents dangerous scripts from being loaded on the computer.

Warning!
Web Antivirus only monitors http traffic that passes through the ports listed on the

t

monitored port _list. A list of ports that are most commonly used for transmitting e -mail

and HTTP traffic is included in the program package. If you use ports th at are not on

this list, add them to it to protect traffic moving through them.

If you are working in unprotected space, getting on the Internet using a modem, it is
recommended that you use Web  Antivirus to protect yourself while using the Internet. If
your computer is running on a network protected by a firewall of HTTP traffic filters,

Web Antivirus provides additional protection for using the Internet.
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The indicator of the component's operation is the Neo Security Antivirus system tray

icon, which lo oks like whenever scripts are being scanned.
Let's look at the layout of component operation in more detail.
Web Antivirus consists of two modules that handle:

1 HTTP traffic protection - scan of objects that enter the user's computer via
HTTP.

1 Script scan - scans all scripts, processed in Microsoft Internet Explorer, and
also all WSH -scripts (JavaScript, Visual Basic Script etc.) that are loaded while
the user is on the computer and on the Internet.

A special plug -in is provided for Microsoft Internet Explorer that installed when Neo

Security Antivirus is installed. The button in the browser tool panel tells you that it
is installed. If you click it,  an information panel opens with Web  Antivirus statistics on
the number of scripts scanned and blocked.

HTTP traffic is protected using the following algorithm:

1. Each web page or file that can be accessed by the user or by a certain program
via HTTP is in tercepted and analyzed by Web  Antivirus for malicious code.
Malicious objects are detected using the threats signatures included in Neo
Security Antivirus and with the heuristic algorithm. The signatures contain
descriptions of all the malicious programs k nown to date and methods for
neutralizing them. The heuristic algorithm can detect new viruses that have not
yet been entered in the threats signatures

2. As aresult of the analysis, the following behavior options are available:

3. If the web page or object th at the user is trying to access contains malicious
code, the program blocks access to it. Then a message appears on the screen,
stating that the object or page is infected.

4. If the file or web page does not contain malicious code, the program
immediately gr ants the user access to it.

Scripts are scanned according to the following algorithm:

1. Each script run on a web page is intercepted by Web Antivirus and is analyzed
for malicious code.

2. If the script contains malicious code, Web Antivirus blocks it and info rms the
user with a special pop -up message.

3. If no malicious code is discovered in the script, it is run.

Neo Security Antivirus protects you while you use the Internet on one of the following

levels:
High - the level with the most comprehensive monitoring of scripts and objects
incoming via HTTP. The program performs a thorough scan of all objects, using
the full set of threat signatures. This security level is recommended for
aggressive environments, when no othe  r HTTP protection tools are being used.
Recommended . Neo Technology experts recommend this level. They determine
the scan of the same objects as  High, with the exception of objects that will take
more than three minutes to scan.
Low - security level with  settings that let you comfortably use applications that
require significant system resources, since the set of objects scanned is cut
back by using a limited set of threat signatures. It is recommended to select this
protection level if you have additional web protection software installed on your
computer.

By default, the protection level is set to Recommended .



You can raise or lower the protection level by selected the level you want or changing
the settings for the current level.
In order to modify a security level,

Adjust the sliders. By altering the security level, you define the ratio of scan speed and
the total number of objects scanned: the fewer objects are subject to analysis for
dangerous objects, the higher the scan speed.

If a preset level does not meet your needs, you can create a Custom settings security
level. Let's look at an example of when such a level would be useful.
Example :

Your computer connects to the Internet via modem. It is not on the corporate LAN, and
you have no Antivirus protection for incoming HTTP traffic.

Due to the nature of your work, you regularly download large files from the Internet.
Scanning files like these, as a rule, takes up a fair amount of time.

How do you maximally protect your computer from infection t hrough HTTP traffic or a
script?

Tip for selecting a level

By analyzing source data, one can come to the conclusion that your computer is
running in an aggressive environment, and the danger of a malicious program infecting

your computer through HTTP tr  affic is extremely high (no centralized Web Antivirus and
the method for connecting to the Internet).

It is recommended that you use  High as your basic pre -installed security level, with the
following changes: we recommend limiting the caching time for fi le fragments during
the scan.

To modify the settings for a pre  -installed security level,

click the Customize button in the Web Antivirus settings window. Edit the  Web
Antivirus _settings in the window that opens and click  OK.

Web Antivirus includes scanning all objects that are loaded on your computer via HTTP
and monitors a Il WSH-scripts (JavaScript, Visual Basic Script etc.) run.

You can configure a number of Web  Antivirus settings aimed at increasing component
operation speed, specifically:

1 set the scanning algorithm by selecting a complete or limited set of threat
signa tures
1 create a list of trusted addresses

Beyond this, you can select actions on dangerous HTTP objects that Web Antivirus  will
execute.

You can scan data from the Internet with one of the following algorithms:

1 Streaming scan - malicious code detection technology for network traffic that
scans data on the fly. For example, you are downloading a file from the Internet.
Web Antivirus scans the files as you download portions of it onto your computer.
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This technology delivers  the object scanned to the user more quickly. At the
same time, an abbreviated threat signature set is used to perform streaming
scans (only the most active threats), which significant lowers the security level
for using the Internet.

1 Buffering scan - malicious code detection technology for network traffic that
scans objects after they have been fully download to the buffer. After this, the
object is analyzed for viruses and, pursuant to the results, the program returns
the object to the user or blocks it.
When using this scan type, the full threat signature set is used, which can boost
the level of malicious code detection? However, using this algorithm increase
object processing time and the time before the program returns objects to the
user, and can al so cause problems when copying and processing large objects
because of the connection with the  http client timing out.

We suggest limiting the caching time for object fragments downloaded from the
Internet to solve this problem. When this time limit expir es, the user will receive
the downloaded part of the file without it being scanned, and once the object is

fully copied, it will be scanned in its entirety. This can deliver the object to the

user faster and solve the problem of interrupting the connection without
reducing security while using the Internet.

To select the scanning algorithm that Web Antivirus  will use:
1. Click onthe Customize button in the Web Antivirus configuration window.

2. In the window that opens, select the option you want in the Scan method
section.

By default, Web Antivirus scans data from the Internet with a buffer and uses the
complete threat signature set. The caching time for file fragments is limited to one
second.

Warning!
If you face access problems when using resources like Internet radio , Streaming video,
or Internet conferencing, use streaming scan.

You have the option of creating a list of trusted addresses whose contents you
unconditionally trust. Web  Antivirus will not analyze data from those ad dresses for
dangerous objects. This option can be used in cases where Web Antivirus interferes
with downloading a particular file, blocking the attempts to download it.

To create a list of trusted addresses,

1. Click on the Customize button in the Web Antivirus configura tion window.
2. In the window that opens, create a list of trusted servers in the Trusted URLs
section. To do so, use the buttons to the right of the list.

When entering a trusted address, you can create masks with the following special
symbols:

* - any comb ination of characters.
Example : If you create the mask *abc*, no URL contain abc will be scanned. For
example: www.virus.com/download_virus/page_0  -9abcdef.html

? - any one symbol.
Example : If you create mask Patch_123?.com , URLs containing that series o f
characters plus any character following the 3 will not be scanned. For example:
Patch_1234.com However, patch_12345.com will be scanned.

If an asterix or question mark is part of an actual URL added to the list, when you enter
them, you must use a backs lash to override the asterix or question mark following it.




Example: you want to add this following URL to the trusted address list:
www.virus.com/download_virus/virus.dll?virus_name=

For Neo Security Antivirus not to process ? as a wildcard, you use put a backslash in
front of it. Then the URL that you are adding to the exclusion list will be as follows:
www.virus.com/download_virus/virus.dll \?virus_name=

When configuring Web AntiVirus, you can always retu rn to the recommended
performance settings. Neo Technology considers them to be optimal and has combined
them in the Recommended security level.

To restore the default Web AntiVirus settings:

1. Select Web AntiVirus in the main window and go to the component settings
window by clicking  Settings .

2. Click the Default button in the Security Level section.
If analyzing an http object shows that it contains malicious code, further Web Antivirus

operations depend on the action you select.
To configure Web Antivirus reactions to detecting a dangerous object:

open the Neo Security Antivirus settings window and select Web Antivirus . All
possible actions for dangerous objects are listed in the Action section.
By default, upon detection of a dangerous http object, Web Antivirus displays a warning

on the screen and offers a choice of several actions for the object.
Let's look at the possible options for processing dangerous HTTP objects in more
detail.

If the action

If a dangerous object is detected in the HTTP traffic
selected was

Web Antivirus will issue a warning message cont aining information
Prompt about what malicious code has potentially infected the object and will
for action give you the choice of one of the following actions.

Web Antivirus will block access to the object and will display a message
on screen about blocking it. Similar information will be recorded in the
report .

Web Antivirus will grant access to the object. Information about this will
Allow be recorded in the report .

Block

As for actions on dangerous objects, Web Antivirus always blocks them and issues pop -
up messages that inform the user of the action taken. You cannot change the action on
a dangerous script o ther than disabling the script scanning module.

You will find general information on component operation in the main window of the

program. In order to examine them, select Web Antivirus in the Protection section
of the main window.

The Statistics section contains information on how many HTTP objects have been
scanned since Neo Security Antivirus was loaded, how many of them were classified as
dangerous objects, and how many were not processed, for whatever reason. Data is
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also recorded on the scri  pts detected. To view detailed information, left -click anywhere
in the section. You will be presented with a full report.

Composite statistics for Web  Antivirus are found in the upper part of the report. They
often repeat information in the Statistics sec tion of the program's main window.

Basic information on component operation is grouped by tab in the middle of the
window.

1 All the dangerous objects detected by Web Antivirus in the HTTP traffic are
shown on the Detected tab. The name of the object and the name of the
dangerous object are shown here. In order for this tab not to contain information

about disinfected HTTP traffic objects, uncheck Show neutralized objects

1 A compl ete list of events that have arisen while using Web Antivirus is kept on
the Event log tab. Even ts can be either informative or critical. As a rule, the
informative events are of a reference nature and are not of particular interest.

You can disable display of such events. To do so, uncheck Show all events .

You should also pay attention to the Web  Antivirus status, which is shown on the status
line in the upper part of the report. If an error occurs in component operation, we

recommend that you try restarting the component. To do so, use the button in the
status line of the report. If the next attempt again produces the error, we recommend

that you save the report on component operation in a file using the Save as button,
contact the Technical Support Service, a nd send us the report file. Neo Technology
specialists will try to help you solve your problem as quickly as possible.

PROACTIVE PROTECTION
1. What is the Proactive Protection?

Warning!
There are no Proactive Defense components in this version of the appli cation
(Application Integrity Control and Office Guard ) for computers running Microsoft

Windows XP Professional x64 Edition or computers running Microsoft Windows Vista or
Microsoft Windows Vista x64.

Neo Security Antivirus protects you both from known t  hreats and from new ones about
which there is no information in the threats signatures. This is ensured by a specially
developed component - Proactive Defense.

The need for Proactive Defense has grown as malicious programs have begun to
spread faster than Antivirus updates can be released to neutralize them. The reactive
technique that Antivirus protection is based on requires that a new threat infect at least
one computer and requires time to analyze the malicious code to add it to the threats
signatures and to update this database on user computers. By that time, the new threat
can incur massive damages.
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The preventative technologies provided by Neo Security Antivirus Proactive Defense
can avoid losing time and neutralize new threats before they harm y our computer. How

is this done? In contrast with reactive technologies, which analyze code based on
records in a threat signature database, preventative technologies recognize a new

threat on your computer by a sequence of actions executed by a certain pro gram. The
program includes a set of criteria that can determine how dangerous the activity of a
program is. If analysis of a sequence of actions makes the program suspicious, Neo
Security Antivirus takes the action assigned by the rule for that type of act ivity.

Changes to the file system

Modules being imbedded in other processes

Masking processes in the system

Changes to certain Microsoft Windows system registry keys.
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Proactive Defense tracks and blocks all dangerous operations.

Proactive Defense also t racks all VBA macros executed in Microsoft Office
applications.

During operation, Proactive Defense uses a set of rules include with the program, as
well as user -defined rules. A rule is a set of criteria that define the scope of suspicious
activities and how Neo Security Antivirus should react to them.

Individual rules are provided for application activity and monitoring changes to the
system registry, macros, and programs run on the computer. You can edit the rules at
your own discretion by adding, dele  ting, or editing them. Rules can block actions or
grant permissions.

Let's examine the Proactive Defense algorithms:



1. Immediately after the computer is started, Proactive Defense analyzes the
following factors:

1 Actions of each application running on the computer . Proactive Defense
records a history of actions taken in order and compares them with
sequences characteristic of dangerous activity (a database of
dangerous activity types comes with the program and is updated with
the threat signatures).

Each VB A macro action run is analyzed for signs of malicious activity.
Integrity of the program modules of the programs installed on your
computer, which helps avoid application modules being substituted for
malicious code embedded in them.

1 Each attempt to edit t he system registry (deleting or adding system

registry keys, entering values for keys in a format that is not acceptable
or prevents them from being viewed or edited, etc.).

2. The analysis is based on the allow and block rules of Proactive Defense

3. After the analysis, you have the following available courses of action:

1 If the activity satisfies the conditions of the Proactive Defense allow rule
or does not match any block rule, it is not blocked.

1 If the block rule matches the activity, the next steps taken by the
component match the instructions specified in the rule. Such activity is
usually blocked. A message will be displayed on the screen specifying
the application, its activity type, and a history of actions taken. You must
accept the decision, block, or  allow this activity on your own. You can
create a rule for such activity and cancel the actions taken in the system.

=a =

2. How do | set the Proactive defense?
Proactive Defense is carried out in strict correspondence with settings that define:

1 Whether applicati on activity is subject to monitoring on your computer

This Proactive Defense mode is controlled by the Enable Application Activity
Analyzer box. By default this mode is enabled, which ensures that the actions of any
programs opened on your computer will be closely tracked. A set of dangerous
activities is highlighted for each of which you can configure the application processing

procedure for that activity. You can also create Pro  active Defense exclusions, with
which you can stop the activity of selected applications from being monitored.

1 Whether Application Integrity Control is enabled
This feature is responsible for the integrity of the modules of applications installed on

your computer and is controlled by the Enable application Integrity Control box.
Integr ity is tracked by the composition of the program modules and checksum of the
program itself. You can create integrity control rules for application modules. To do so,

you must add the application to the monitored applications list.

This Proactive Defense component is not available under Microsoft Windows XP
Professional x64 Edition, Microsoft Windows Vista, or Microsoft Windows Vista x64.

1 Whether system registry changes are monitored.,

By default, Enable Registry Guard is checked, which means the  Neo Security
Antivirus analyzes all attempts to make changes to the Microsoft Windows syste m
registry keys.
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You can create your own rules for monitoring dependent on the registry key.
1 Whether macros are scanned
Monitoring of macros on your computer is controlled by checking the box Enable

Office Guard . By default it is checked, and consequently, all actions by Visual Basic of
Applications macros are under control of Proactive Defense.

You can select which macros are considered dangerous and what to do with them

This Proactive Defense component is not available under Microsoft Windows XP
Professional x64 Edit ion, Microsoft Windows Vista, or Microsoft Windows Vista x64.

You can configure exclusions for Proactive Defense modules and create a trusted
application list .

Note that configuring application control under Microsoft Windows XP Professional x64
Edition, Microsoft Windows Vista or Microsoft Windows Vista x64 differs from the
configuration process on other operating systems.

1 Specifics of configuring application activity control under Microsoft Windows NT
4.0, Microsoft Windows 2000 or Microsoft Windows XP ;

1 Specifics of configuring application activity control under Microsoft Windows XP
Profes sional x64 Edition, Microsoft Windows Vista or Microsoft Windows Vista
x64.

Specifics of configuring application activity control under Microsoft Windows NT 4.0,
Microsoft Windows 2000 or Microsoft Windows XP

Neo Security Antivirus monitors application a ctivity on your computer. The application
includes a set of event descriptions that can be tracked as dangerous. A monitoring
rule is created for each such event. If the activity of any application is classified as a
dangerous event, Proactive Defense will strictly adhere to the instructions stated in the
rule for that event.

Select the Enable Application Activity Analyzer checkbox if you want to monitor
the activity of applications.

Let's take a look a several types of events that occur in the system that the application

will track as suspicious::

1 Dangerous behavior . Neo Security Antivirus analyzes the activity of applications
installed on your computer, and based on the list of rules created by Neo
Technology, detects dangerous or suspicious actions by the programs. Such

actions include, for example, masked program installation, or pr ograms copying
themselves.
1 Launching Internet browser with parameters . By analyzing this type of activity,

you can detect attempts to open a browser with settings. This activity is
characteristic of opening a web browser from an application with certain
command prompt settings: for example, when you click a link to a certain URL in
an advertisement e -mail.

1 /Intrusion into process (invaders) - adding executable code or creating an
additional stream to the process of a certain program. This activity is widel y
used by Trojans.
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Hidden processes (rootkit) . Rootkit is a set of programs used to mask malicious
programs and their processes in the system. Neo Security Antivirus analyzes
the operating system for masked processes.

Window hooks . This activity is used i n attempts to read passwords and other
confidential information displayed in operating system dialog boxes. Neo
Security Antivirus traces this activity if attempts are made to intercept data
transferred between the oprating system and the dialog box.

Suspicious values in registry . The system registry is a database for storing
system and user settings that control the operation of Windows, as well as any
utilities established on the computer. Malicious programs, attempting to mask

their presence in the syste m, copy incorrect values in registry keys. Neo
Security Antivirus analyzes system registry entries for suspicious values.

Suspicious system activities . The program analyzes actions executed by the
Windows operating system and detects suspicious activity. A n example of
suspicious activity would be an integrity breach, which involves modifying one

or several modules in a monitored application since the time it was last run.

Keylogger detection . This activity is used in attempts by malicious programs to
read p asswords and other confidential information which you have entered
using your keyboard.

Task Manager protection . Neo Security Antivirus protects Task Manager from
malicious modules injecting themselves into it when aimed at blocking Task
Manager operation.

The list of dangerous activities is added to automatically when Neo Security Antivirus is
updated, and it cannot be edited. You can:

E ]

turn off monitoring for one activity or another by unchecking the next to its
name;

Edit the rule that Proactive Defense uses when it detects dangerous activity

Create an exclusion list by listing applications with activity that you do not
consider dangerous.

To configure activity monitoring,

1. Openthe Neo Security Antivirus settings window by clicking  Settings in the main
program window.
2. Select Proactive Defense in the settings tree.
3. Click the Settings button in the Application Activity Analyzer  section.
The types of activity that Proactive Defense monitors are listed in the Settings:

Application Activity Analyser  window.

To edit a dangerous activity monitoring rule, select it from the list and assign the rule
settings in the lower part of the tab:

f

Assign the Proactive Defense reaction to the dangerous activity.

You can assig n any of the following actions as a reaction: allow , prompt for
action , and terminate . Left-click on the link with the action until it reaches the
value that you need. In addition to stopping the process, you can place the
application that initiated the da  ngerous activity in Quarantine. To do so, use the
On. / Off. link across from the appropriate setting. To detect masked processes,

you can also assign a time value for how often the scan will start.
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1 Specify if it is necessary to generate a report on the op eration carried out. To do
so, use the On. / Off. link.

To turn off monitoring for one dangerous activity or another, uncheck the next to
the name of the dangerous activities on the list.

Specifics of configuring application activity control under Microsoft Windows XP
Professional x64 Edition, Microsoft Windows Vista or Microsoft Windows Vista x64

If you are running one of the operating systems listed above, only one type of system
event is controlled, dangerous activity (behavior analysis) . Neo Security Antivirus
analyses the activity of applications installed on the computer and detect s dangerous
or suspicious activities basing on the list of rules, created by Neo Technology
specialists.

If you want Neo Security Antivirus to monitor the activity of system processes in

addition to user processes, select the Monitor system user accounts  checkbox.
This option is disabled by default.

User accounts control access to the system and identify the user and his/her work
environment, which prevents other users from corrupting the operating system or data.
System processes are processes launched by system user accounts.

This Proactive D efense component does not work under Microsoft Windows XP
Professional x64 Edition, Microsoft Windows Vista or Microsoft Windows Vista x64.

There are a number of programs that are critical for the system that could be used by
malicious programs to distri  bute themselves, such as browsers, mail clients, etc. As a
rule, these are system applications and processes used for accessing the Internet and

in working with e -mail and other documents. It is for this reason that such applications
are considered critica /regarding monitoring their activity.

Proactive Defense monitors critical applications and analyzes their activity, integrity of

the modules of those applications, and those applications starting other processes. Neo
Security Antivirus comes with a list of critical applications and a monitoring rule has
been created for the activity of each of them. You can add other applications that you
consider critical to this list and remove or edit the rules for the applications on the list
provided.

Besides the li st of critical applications, there is a set of trusted modules allowed to be
opened in all controlled applications. For example, modules that are digitally signed by

the Microsoft Corporation. It is highly unlikely that the activity of applications that
include such modules could be malicious, so it is not necessary to monitor them closely.
Neo Technology specialist have created a list of such modules to lighten the load on
your computer when using Proactive Defense.

Components with Microsoft -signed signat ures are automatically added to trusted
applications. If necessary, you can add or delete components from the list.

You can also edit the list of trusted applications, automatically adding to it those that
are Microsoft -signed.

Monitoring processes in th e system can be turned on by checking Enable
Application Integrity Control . The box is unchecked by default. If you are controlling
integrity, each application opened or application module is scanned against the critical



and trusted applications list. If the application is on the list of critical applications, its
activity is controlled by Proactive Defense in accordance with the rule created for it.

To configure process monitoring,

1. Openthe Neo Security Antivirus settings window by clicking  Settings in the main
program window.

2. Select Proactive Defense in the settings tree.
3. Click the Settings button in th e Application Integrity Control  section.

Critical applications  are executable files of programs which are extremely important to

monitor, since malicious files uses such programs to distribute themse Ives.

A list of critical applications, formed by Neo Technology specialists and included into
program distribution kit, is given on the Critical applications tab. A monitoring rule is
created that regulates the activity of that application. You can edit c urrent rules and

create your own.

Proactive Defense analyzes the following operations involving critical applications:
starting them, changing the makeup of application modules, and starting an application

as a daughter process. You can select the Proacti ve Defense reaction to each of the
operations listed (allow or block the operation) and also specify whether it is necessary

to record activity in the report on component operation. Practically all critical
operations are allowed to start, be edited, or st arted as daughter processes by default.
To add an application to the list of critical applications and create a rule for it,

1. Click Add on the Critical applications  tab. A context menu will open, and by
clicking Browse you can go to the standard file selection window, or by clicking
Applications you can go to a list of applications currently running and select
them as necessary. The application will be added as the first on the list. A allow
rule will be created for it by default. When that application is first started, a list
of the modules used when the program is started will be created and those
modules will be granted permission.

2. Select a rule on the list and assign the rule settings in the lower portion of the
tab:

1 Define the Proactive Defense reaction to attempts to open, edit the
makeup, or start a daughter process with a critical application.

You can use any of the following actions as a reaction: allow , prompt for

action , and block . Left -click on the link with the action until it reaches the
value that you need.

1 Specify if it is necessary to generate a report on the operation carried
out. To do so, click log /do notlog .

To turn off monitoring of the activity of an application, you need only uncheck the
next to its name.

In the Select Module/Module Path  window, you can select a folde r with program
modules that you want to add to the shared components list. You can select a directory
with modules or enter it manually in the Object field.



The Settings : application modules  window contains a list of the m  odules that are used
when a monitored application is started and make up the application. You can add to

and edit list using the  Add and Delete buttons in the right -hand portion of the window.
You can also allow any controlled application modules to load or block them. To modify
the action, select the module from the list and click the Modify button.

Note that Neo Security Antivirus trains the first time you run the controlled application
after installing Neo Security Antivirus until you close that applic ation. The training
process produces a list of modules used by the application. Integrity Control rules will

be applied the next time you run the application.

Use this window to allow any controlled application modu les to load or block them. By
default, an allow rule is created for each module. If you want to block a module from
being loaded, select the corresponding action from the dropdown list.

Click OK button for the changes to take effect. To exit the window wi thout applying the
changes, click Cancel .

Neo Security Antivirus comes with a list of trusted modules which and be executed and
call other modules without being monitored by Proactive Defense. These modules ar

listed on the Trusted modules tab. The list includes modules that Neo Security
Antivirus uses and those which are signed by Microsoft Corporation.

You can install various programs on your computer and have those with modules signed

by Microsoft Corporation  automatically added to the trusted modules list. To do so,

check Automatically add components signed by Microsoft Corporation to this list

In this case, if the controlled application attempts to open a Microsoft -signed module,
the program will automatically allow the module to load and it will be placed on the list

of shared components.

To add to the trusted module list, click Add and in the standard file selection window,
select the module.

This Proactive Defense component does not work under Microsoft Windows XP
Professional x64 Edition, Mic  rosoft Windows Vista or Microsoft Windows Vista x64.

You can enable scanning and processing of dangerous macros run on your computer

by checking Enable Office Guard . This box is checked by default. Each macro run
is scanned, and if suspicious activity is detected Proactive Defense allows or blocks
macro execution.

Example :

The macro PDFMaker is a plug -in for the Adobe Acrobat toolbar in Microsoft Office
Word that can create a .pdf file out of any document. Proactive Defense classifies

actions such as embedding elements in software as dangerous. If Neo Security
Antivirus  VBA macro moni toring is enabled, when a macro is loaded, Proactive Defense
will issue a warning on the screen, informing you that it has detected a dangerous

macro command. You can choose to terminate that macro or allow it.



You can configure what actions to applying w hen macros are executed with suspicious
actions. If you are sure that this macro is not dangerous when working with a specific

file, for example, an MS Word document, we recommend creating an exclusion rule. If a
situation arises that matches the terms of the exclusion rule, the suspicious action
performed by the macro will not be processed by Proactive Defense.

To configure macro scans,

1. Openthe Neo Security Antivirus settings window by clicking  Settings in the main
program window.

2. Select Proactive Defense in the settingst ree.
3. Click the Settings button in the Office Guard section.

You can configure dangerous macro processing rules on the Settings: Office
Guard window. It contains default rules for actions which Neo Technology classifies as
dangerous. These actions include, for examp le, embedding modules in programs and
deleting files.

If you do not consider a particular suspicious action on the list dangerous, uncheck the
box next to its name. For example, you frequently work with a program that uses

macros to open several files (no t as read -only) and you are positive that this operation
is not malicious.

For Neo Security Antivirus not to block the macro,

uncheck the box next to that action. The program will no longer consider that action
dangerous and Proactive Defense will not pr ocess it.

By default, whenever the program detects a dangerous action initiated by a macro, the
program will ask you if you want to allow or block the macro.

In order for the program to automatically block all dangerous actions without prompting
the user :

in the window with the macro list select Terminate .

One of the goals of many malicious programs is to edit the registry of the operating
system on your computer. These can be harmless joke programs or more dangerous
malicious programs that present a real threat to your computer.

For example, malicious programs can copy their information to the registry key that
makes applications open automatically on startup. Malicious programs will then
automatically be started when the operating system boots up.

The special Proactiv e Defense module traces modifications of system registry files. You

can turn this module on or off by checking Enable Registry Guard
To configure system registry monitoring,

1. Openthe Neo Security Antivirus settings window by clicking  Settings in the main
program window.

2. Select Proactive Defense in the settings tree.
3. Click the Settings button in the Registry Guard section.

Neo Technology has already created a list of rules that control operations with registry
objects and have included it in the program. Operations with registry objects break



down into logical groups such as System Security , Internet Secu rity, etc. Each such
group includes system registry objects and rules for working with them. This list is
updated when the rest of the program is updated.

The Registry key groups window contains a complete list of rules.

Each group of rules has an execution prior ity that you can raise or lower using the Move
Up and Move Down buttons. The higher the group is on the list, the higher priority is
assigned to it. If the same registry object falls under several groups, the first rule
applied to the object will be the on e from the group with the higher priority.

You can stop using any group of rules in the following ways:

1 Uncheck the box next to the group's name. In this case, the group of rules
will remain on the list but will not be used.

1 Delete the group of rules from the list. We do not recommend deleting the
groups created by Neo Technology, sinc e they contain a list of system registry
objects most often used by malicious programs.

You can create your own groups of monitored system registry objects. To do so, click
Add in the objects group window.
Take these steps in the window that opens:

1. Enter the name of the new group for monitoring system registry objects in the
Group name field.

2. Create a list of objects from the system registry that the group will include on
the Keys tab. This could be one or several objects.

3. Create a rule for registry objects on the Rules tab. You can create several rules
and set their order of application.

The objects group created should contain at least one system registry object. The  Keys
tab provides a list of objects for the rule.

To add a system registry file, click the Add button, and in the Select registry path  that
opens, take the necessary steps.

Use this window to ad d a system registry file to the created file group that Proactive
Defense will monitor.

To add a system registry file:

1. Select a system registry file or a group of files for which you want to create a
monitoring rule.

2. Specify the key value or a mask for a  group of keys that you want the rule to
apply to in the Value field.

3. Check Includ ing subkeys for the rule to apply to all keys attached to the
system registry key selected for the rule.

You only need to use masks with an  asterix and a question mark at the same time as the
Include subkeys feature if the wildcards are used in the name of the key.
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If you select a group of registry files using a mask and specify a specific value for it, the
rule will be applied to that value for any key in the group selected.

A system registry object  monitoring rule consists of definitions of:

1 the application to which the rule will be applied if it attempts to access system
registry objects;

9 the program's reaction to an application attempting to execute an operation with
the system registry.

To creat e a rule for your selected system registry objects,

1. Click New on the Rules tab. The general rule will be added as the first on the rule
list.
2. Select a rule on the list and assign the rule settings in the lower portion of the
tab:
1 Specify the application.

The rule is created for any application by default. If you want the rule to

apply to a specific application, left  -click on any and it will change to this .
Then use the specify application name  link. A context menu will open,
and by clicking Browse you ca n go to the standard file selection window,

or by click Applications you can go to a list of applications currently
running and select them as necessary.

1 Define the Proactive Defense reaction to the selected application
attempting to read, edit, or delete system registry objects.

You can use any of the following actions as a reaction: allow , prompt for

action , and block . Left -click on the link with the action until it reaches the
value that you need.

1 Specify if it is necessary to generate a report on the operation carried
out. To do so, click log /do notlog .

You can create several ruse and rank their priority using the Up and Down buttons.

You can also create a allow rule for a system registry object from the notice of the
attempt to execute an operati  on with the object. To do so, click  Create allow rule in the
notice and select what the rule will applied into in the window that opens.

Composite information on Proactive Defense operation are given in the main window of

the program. In order to examine them, select Proactive Defense in the Protection
section of the main window.

The Statistics section contains information on how many system events and macros

have been scanned since the program was started and how many of them it blocked

To view detailed information, left  -click anywhere in the section. The program will

present you with a complete report on Proactive Defense.

The first thing that you should notice is the Proactive Defense status: whether it is

currently enabled. If an e rror occurs in component operation, we recommend that you



try restarting protection. To do so, use the button in the status field. If the next
attempt again produces the error, we recommend that you save the report on
component operation in a file using the Save as button, contact the Technical Support
Service, and send the report file.  Neo Technology specialists will investigate the
problem and assist you.

The current brief statistics for Proactive Defense are displayed in the upper portion of
the report and contain the total number of processed events and macros and the
number of bloc ked actions. This is also where the time is specified for the duration of
which the component operates and other information.

A point -by-point description of all actions for protection from new threats is given in the
main part of the report. All events a  re sorted by various tabs depending on what
Proactive Defense module detected and processed them:

1 Events related to monitoring application activity are listed on the Events tab.

91 All objects classified as dangerous are collected on a separate Detected tab.

1 The Macros tab lists dangerous VBA macros detected in the current program
session.

1 The Registry tab contains all operations in  volving the system registry.

You can select the type of information on each report tab, sort it in ascending and
descending order for each of the columns, and search for information in the report. To

do so, use the options on the context menu, which you c an open by right -clicking on the
report column headings.

Each instance of detecting dangerous activity is recorded on the Events tab of the
report unless it has been disabled by an activity monitoring rule
This tab contains:

1 the name of the process with activity classified as dangerous

9 a brief description of process a  ctivity

9 the action that Neo Security Antivirus took in accordance with a rule or user
selection in the notification window

1 the time of the event

Since events can be of varying status (information, warnings, alerts), you can define
which events you want to  see on this report tab. If you do not want to see informative

events, uncheck Show all events . )
To delete all events listed on the tab, click Actions Y Clear all .

All the macros that attempted to run during the current Neo Security Antivirus session
are listed on the Macros tab. Here you will find the full name of each macro, the time it

was executed, and its status after ~ macro processing.

You can define which events you would like to see on this report tab. If you do not want

to see informative events, uncheck Show all events . To delete all events listed on
the tab, click Actions Y Clear all .
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The program records operations with registry objects that have been attempted since
the program was started on the Registry tab, unless forbidden by a rule .

The tab lists the full name of the object, its value, the data type, and information about
the operation that has taken place: what action was atte mpted, at what time, and
whether it was allowed.

To delete all events listed on the tab, click Actions Y Clear all .

Stack overflow

Stack overflow is one of the most common techniques today for gaining unauthorized
access to a system.

The concept works as follows. A program usually needs a stack structure in the RAM
where it can store and retrieve intermediate values. When the program calls up a
procedure or subprogram, it sends the return address to the stack, and the procedure
then knows where to return control once it is complete. A stack overflow is when a
block of data larger than the stack is sent to the stack. The excess data are recorded in
the part of the stack designated for correctly returning from the procedure. Thus, the
overflow alters the normal process of executing the program, and instead of correctly
returning to executing it further, it is transferred to the address that was rewritten in the
command because of the stack overflow.

To cause a stack overflow, hackers use exploits, programs containing machine
instructions executed by the processor. The address that the processor goes to
because of the stack overflow will be specified in these instructions.

The likelihood of a stack overflow when using standard programs in normal mode is
extremely low. When a stack overflow is detected, it is very likely that it means that this
vulnerability is being taken advantage of for malicious ends.

Data execution

This technique uses errors in software installed on your computer. The errors used are
errors that replace correct data with data provided by a malicious object, which cause
these data to be processed incorrectly.

The most common object of attacks using data execution are browsers, many of which
do not perform the necessary scans while view web pages, images, and multimedia,
and malicious code implanted i n objects on web pages can gain control.

Microsoft uses DEP (Data Execution Prevention) to protect executable code in Microsoft
Windows. This solution is included in updates for Microsoft Windows XP and Microsoft
Windows Server 2003.

Hidden Install

Hidde n Install is the process of installing a malicious program or running executable
files without notifying the user of such. A hidden install process can be detected using

standard tools, such as Microsoft Windows Task Manager, but since there are no
standar d installation windows on screen when the malicious program is installed, it is
unlikely that a user would think to track the processes running in the system.

Hidden Object
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Hidden Object is a process that standard tools (Microsoft Windows Task Manager,
Process Explorer, etc.) cannot detect. A rootkit, in other words, a toolkit for gaining
root user rights, is a program or set of programs for hidden control of a hacked system.
This term came from UNIX.

Within Microsoft Windows, "rootkit" generally refers t 0 a program used to mask
software that is installed on the system and intercepts and distorts system messages
about the processes running in the system and the folders on drives. In other words, a
rootkit works like a proxy server, letting some information through and blocking or
distorting other information. In addition, rootkits can generally mask the presence in

the system of any processes, folders and files on disk, and registry keys described in its
configuration. Many masking programs install their dr ivers and services in the system,
which are naturally invisible to system administration tools like Task Manager or
Process Explorer, as wellasto  Antivirus programs.

Root Shell

This vulnerability consists of rerouting input/output of the command prompt (usually to
the network), which generally is used to gain remote access to a computer.

The malicious object attempts to gain access to the command line on the victim
computer from which future commands will be executed. Access is usually gained
through a remote attack and running a scripted that takes advantage of this
vulnerability. The script launches a command line interpreter on the computer
connected via TCP. The hacker can then control the system remotely.

Starting Internet Browser

Browsers can be s tarted hidden and data can be sent to it for hackers to exploit later.
Monitoring browsers being opened enables you to intercept this.

Browsers are usually opened with settings containing, for example, user passwords,
whenever he/she clicks a link in the body of an e -mail in a mail client or an instant
messaging program, which is not a suspicious action. If you add a mail client and ICQ to

the trusted zone, meaning if you allow only certain programs to open browser windows

with settings, all other cases wh  en data is transmitted through a browser from a hacker
and not the computer user will may be assessed as suspicious.

Strange Behaviour

This refers to detection not of dangerous or suspicious behaviour of a specific process
but of a change in state of the  operating system itself, such as direct memory access or
modification of an RO -R3 access point.

Dangerous behavior detected (generic behavior)

This group of malicious action detectors includes Trojan.generic, Worm.generic, and
Worm.P2P.generic, fairly com plex algorithms for detecting dangerous behavior. A
verdict is issued that a certain process is most likely an unknown malicious process
based on analysis of a set of actions, not on one or two factors. The Generic verdict is
not assigned the first time a  suspicious action is attempted. Each time a suspicious
action is made, the suspicion rating of the process rises. Proactive Defense processes

it as soon as it reaches a critical level. This method ensures an extremely low level of
false positives. The like lihood of a good program displaying several aspects of
malicious activity immediately is extremely low.

Actions that affect the suspicion rating:



1 actions typical of infections or malicious objects injecting into the system;
1 directly malicious actions;
1 actions typical of replicating malicious objects.

Application Changed

This event signifies that the executable file of the monitored application has been
modified since it was last run. It should be pointed out that an executable file could have
been modified by malicious code injecting itself into the application or by a standard
program update, such as the executable file for Microsoft Internet Explorer being
modified by Microsoft Windows updates.

Integrity Violation

An integrity violation is when one or se  veral modules of a monitored application could
have been modified since the time the application was last run. It could have been
modified by program updates and not only by malicious code injecting itself into the
application (for example, the libraries u sed by Microsoft Internet Explorer could be
modified by a Microsoft Windows update).

Critical Application

The Application Integrity Control module has an additional feature for monitoring
application start. In this mode, Neo Security Antivirus issues a wa rning whenever an
application specified by the user is started. The warning only appears if the rule Run:

Prompt for action is configured for the monitored application. This mode is disabled by
default.

Running as child

There are a number of malicious pro  grams that use well known programs to create data
leaks or to download malicious code from the Internet. To do so, the malicious program
opens a standard program that the firewall rules and other defense tools grant access

to the Internet (a web browser, f or example). When this happens, the monitored
application is run as a child process.

The warning only appears if the rule Run child process. Prompt for action is configured
for the monitored application . Since some programs are run by others child proces ses,
the event is common enough that by default warnings are not displayed for these
events, although the events are logged in Proactive Defense reports.

Hosts file modification

The hosts file is one of the most important system files of Microsoft Windows L tis
designed to redirect access to websites by transforming URL addresses into IP address

on the DNS servers, but right on the local computer. The hosts file is a plain text file,

with each line defining the correlation between the character name of a server (URL)
and its IP address.

Malicious programs often use this file to redefine Antivirus update server addresses to
block any chance of updating and preventing the malicious program from being
detected, and for other ends as well.

Invader / Loader

There are countless varieties of malicious programs that are masked as executable
files, libraries, or plug -ins for well -known programs and load themselves into standard



processes. A data leak from the user's computer can be orchestrated in this way.
Networ k traffic initiated by malicious code will pass through the firewall freely, since
the firewall thinks that this traffic belongs to an application that is allowed to access the
Internet.

Trojans commonly invade other processes. However, a number of benign programs,
updates, and installer programs also exhibit this behavior. You should only allow this
type of activity if you are certain that the program being load is harmless.

Keyloggers

Keyloggers are programs that record every key you press on your keybo ard. This type
of malware can send information harvested from the keyboard (logins, passwords, and

credit card numbers) to a hacker. However, standard programs can also log keys.
Keylogging is often used to call up program functions from different applicat ions using
hotkeys.

Registry access
Registry access tracks modifications to registry keys.

Malicious programs modify the registry to register themselves so they start
automatically when you start your operating system, to change your homepage in
Microsof t Internet Explorer, and other destructive actions. However, remember that
standard applications might also access the system registry.

The module contains a predefine list of six groups of critical keys. Users may also add
their only groups of keys and ¢ onfigure rules for various programs to access them.

Registry strange

The module enables you to intercept attempts to create hidden keys in the registry that
are not displayed by standard programs, such as regedit. Keys are created with
incorrect names so that the registry editor cannot display these values correctly, which
makes it more difficult to diagnose malicious software in the system.

Trojan downloader

Trojan Downloader is a program with the chief function of hiding unauthorized
downloads of softwa re from the Internet. Hacker sites are the best known source of
Trojan Downloaders. A Trojan downloader is not a direct threat on its own. They are
dangerous namely because they download and start software uncontrolled. Trojan
Downloaders are mostly used f or downloading and running viruses, Trojans, and

spyware

SCANNIN G FOR VIRUSES IN YOUR COMPUTER

One of the important parts of protecting your computer from viruses is scanning for
viruses in the areas that the us er specifies. Neo Security Antivirus v.2.0 can scan
individual items for viruses (files, folders, disks, plug -and-play devices), or the entire
computer as a whole. Scanning for viruses rules out the possibility of malicious code

from spreading that has esc aped detected by protection components for one reason or
another.

Neo Security Antivirus v.2.0 includes three default scan tasks.

Critical areas



Scans all critical areas of the computer for viruses. This includes: system memory,
programs loaded on start up, boot sectors on the hard drive, and the Windows and
system32 system directories. The aim is to quickly detect active viruses in the system
without fully scanning the computer.

My Computer

Search for viruses on your computer with a through scan of all disk drives, memory,
and files.

Startup objects
Scans all programs that are loaded when the operating system boots up for viruses.

The default settings for these tasks are the recommended ones. You can edit these
settings _or create a schedule _for running tasks.

You also have the option of creating virus scan tasks and creating a performance
schedule for them. For example, you can create a scan task for mail databases once

per week or a virus scan task for the My Documents folder.

In addition, you can scan any object for viruses  (for example, the hard drive where
programs and games are, e -mail databases that you've brought home from work, an
archiv e attached to an e -mail, etc.) without creating a special scan task. You can select

an object to scan from the  Neo Security Antivirus v.2.0  interface or with the standard

tools of the Microsoft Windows operating system (for example, in the Explorer program
window or on your Desktop , etc.).
You can view a complete list of virus scan tasks for your computer in the Scan section in

the left portion of the main program window.

You can run a virus scan task manually or autom atically using a schedule .
To start a virus scan task manually,

Select the task hame in the Scan section of the main program window and click the
button on the status line.

The tasks cu rrently being performed are displayed in the context menu by right -clicking
on the system tray icon.

70 pause a task ,

Click the button in the status field. The task status will change to paused . This wi ll
pause the scan until you start the task again manually or it starts again automatically
according to the schedule.

To stop a task,

Click the button in the status field. The task status will change to stopped . This will
stop the scan until you start the task again manually or it starts again automatically
according to the schedule. The ne  xt time you run the task, the program will ask if you
would like to continue the task where it stopped or begin it over.
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To view a list of objects to be scanned with a particular task, select the task name (for
example, My computer ) inthe Scan section of main program window. The list of objects
will be displayed in the right -hand part of the window of the status line.

i System memory
&y Startup Objects
iﬂ' Swskemn Restore
— Mailboxes

2 All Hard Drives

b &l Removable Drives

[ Z# all Metwark Drives
Details...

Object scan lists are already made for default tasks created when you install the
program. When creating your own tasks or when selecting an object for a virus scan
task, you can create a list of objects.

You can add to and edit an object scan list using the buttons to the right of the list. To
add a new scan object to the list, click the Add button, and in the window that opens
select the object to be scanned

For t he useros convenience, you can add categori e:
databases, RAM, startup objects, operating system backup, and files in the Neo
Security Suite Quarantine fo Ider.

In addition, when you add a folder that contains embedded objects to a scan area, you

can edit the recursion. To do so, use the corresponding item on the context menu.

To delete an object, select it in the list (when you do so, the name of the objec t will be
highlighted in gray) and click the Delete button. You can temporarily disable scanning

for individual objects for any task without deleting them from the list. To do so, you only

need to uncheck the object that you do not want scanned.

To start a scan task, click the Scan button or select Start from the menu that opens
when you click the Actions button.

In addition, you can select an object to be scanned with the standard tools of the
Microsoft Windows operating system (for example, in the Explorer program window or
on your Desktop , etc.). To do so, place the cursor or the name of the selected object,
open the Microsoft Windows context menu by right -clicking, and select Scan for
viruses .

|  Open
Explore
Search...

Manage
|

3 3
{5 Buscar virus

Map Metwork Drive. ..
Disconnect Network Drive. ..

Show on Desktop
Rename

Properties

To scan objects on your computer for viruses, you can use built -in scan tasks included
with the program, as well as cr  eating your own tasks. New tasks are created based on
scan tasks that already exist.

70 create a new virus scan task,

1. Select the task with the settings closest to those you need in the Scan section of
the main program window.
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2. Open the context menu by ri ght-clicking or click the  Actions button to the right
of the scan object list and select  Save as... .

3. Enter the name for the new task in the window that opens and click OK. A task
with that name will then appear in the list of tasks in the Scan section of t he main
program window.

Warning!
There is a limit to the number of tasks that the user can create. Maximum number of
tasks is four.

The new task inherits all the properties of the task on which you based it. You need to
continue setting it up by creati ng an scan object list , setting up properties that will
govern the task, and, if necessary, configuring a schedule for running the task
automatically.

7o rename a task,

Select the task in the Scan section of the main program window, right -click to open the
context menu or click the  Actions button on the right of the list of scan objects, and
select Rename.

Enter the new name for the task in the window that opens and click OK. The task name
will be the changed inthe  Scan section.
To delete a task,

Select the task in the Scan section of the main pro gram window, right -click to open the
context menu or click the  Actions button on the right of the list of scan objects, and
select Delete .

Confirm that you want to delete the task in the window that asks you for confirmation.
The task will then be deleted  from the list of tasks in the  Scan section.

Warning!

You can only rename and delete tasks that you have created.

What methods you use to scan objects on your computer is determined by a set of
properties assigned for each task.
7o begin configuring task settings,

Select the task name in the Scan of the main window and use the  Settings link to open
the task settings window.

You can use the settings window for each task to:

1 selecta security level with the settings that the task will use;
1 edit advanced settings:
1 specify the settings that defin e what file types are to be scanned for
viruses;
1 configure task start using a different user profile ;
1 configure advanced scan settings
1 restore default scan settings;
1 selectan action that the program will apply when it detects an infected or

potent ially infected object;
i Create aschedule to automatically run tasks.

In addition, you can configure universal settings __ for running all tasks.
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Each virus scan task scans objects on one of these levels:

High - the most complete scan of the entire computer or individual disks, folders, or
files. We recommend using this level if you suspect that a virus has infected your
computer.

Recommended . Neo Technology experts r ecommend this level. The scan works the
same as on High, except for e -mail formatted files.

Low - level with settings that let you comfortably use applications that require
significant system resources, since the set of files scanned is cut back.

By defa ult, file scanning is setto Recommended .

You can raise or lower the scan security level by selected the level you want or
changing the settings for the current level.

In order to change the security level,

Adjust the sliders. By adjusting the security level, you define the ratio of scan speed and
the total number of files scanned: the fewer files are subject to analysis for viruses, the
higher the scan speed.

If none of the file security levels listed meet your needs, you can customize the scan
setting s. To do so, select the level that is closest to what you need as a starting point
and edit its settings. In such a case, the level will be set at User defined .

To modify the settings for the current security level,

Click the Settings button in the task settings window. Edit the file scan settings in the
window that opens and click  OK.

As a result, a fourth security level will be created, Custom, which contains the scan
settings that you configured.

When specifying the types of objects to be scanned, you establish what file formats,
sizes, and what drives will be scanned for viruses this task runs.

The types of file to be scanned are  defined in the File types section. Select one of the
three options :

Scan all files . With this option, all files will be scanned without exception.

Scan programs and documents (by content) . If you select this group of programs,
only pote ntially infected files will be scanned - files into which that a virus could imbed
itself.

Note:
There are a number of file formats that have a fairly low risk of having malicious code
injected into them and subsequently being activated. An example would be .txt files.

And vice versa, there are file formats that contain or can contain executable code.
Examples would be the formats .exe, .dll, or .doc. The risk of injection and activation of
malicious code in such files is fairly high.

Before searching for viruses in an object, its internal header is analyzed for the file
format (txt, doc, exe, etc.).

Scan programs and documents (by extension) . In this case, the program will only
scan potentially infected files, and in doing so, the file format will be determined by



extension. Using the extension link, you can review a list of file extensions that are
scanned in this case.

Tip:

Do not forget that someone could send a virus to your comp uter with the extension .txt,
although in reality it could be an executable file renamed as a .txt file. If you select the
Programs and documents (by extension) option, such a file would be skipped by the
scan. If the Programs and documents (by content) are selected, ignoring extensions,
the program will analyze file headers, which will uncover that the file is an .exe file.
Such a file would be thoroughly scanned for viruses.

In the Productivity section, you can specify that only new files and those that have been
modified since the previous scan should be scanned for viruses. This mode of operation
noticeably cuts down on scan time and increases the program's performance speed. To

do so, you must check Scan only new and changed files . This mode extends to
simple and compound files.

You can also set time and file size limits for scanning in the Productivity section:

Skip if scan takes longer than... secs . Check this option a nd enter the
maximum scan time for an object. Then, if this time is exceeded, this object will
be removed from the scan queue.

Skip if the object is larger than... MB . Check this option and enter the
maximum size for an object. Then, if this size is exceeded, this object will be
removed from the scan queue.

In the Compound files section, spe cify which compound files must be analyzed for
viruses:

Scan All/New only archives 0 scan .RAR, .ARJ, .ZIP, .CAB, .LHA, .JAR, and .ICE
archives.

Warning!

Neo Security Suite does not delete compressed file formats that it does not support (for
example, .ha, .uue, .tar) automatically, even if you select the option of automatically
curing or deleting if the objects cannot be cured.

To delete such compressed files, click the Delete archives link in the dangerous object
detection notification. This notification will be displayed on the screen after the
program begins processing objects detected during the scan. You can also delete
infected archives manually.

Scan All/New only embedded OLE objects - scan objects imbedded in files (for
example, Excel spreadsheets or a macro imbedded in a Microsoft Word file, e -mail
attachments, etc.).

For each type of compound file, you can select and scan all files or only new ones. To do

so, use the link next to the name of the object. It changes its value when you left -click it.
If the Productivity section has been set up only to scan new and changed files, you will

not be able to select the type of compound files to be scanned.

When configuring scan task settings, you can always return to the recommended
settings. The Neo Technology experts consider them to be optimal and have collected
them in the Recommended security level.

In order to restore the  default file scanning settings,
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1.

2.

Select the task name inthe  Scan of the main window and use the  Settings link to
open the task settings window.

Click the Default button in the Security Level section.

If, while scanning a file for viruses, it is discovered that it is infected or suspected of
being infected, the program's subsequent actions depend on the object's status and the
action selected.

One of the following statuses can be assigned to the object after the scan:

f
f

Status of a type of malicious program _ (for example, wirus, Trojan ).
Potentially infected , when the scan cannot determine whether the object is
infected. It is likely that the program detected a sequence of code in the file from
an unknown virus or modified code from a known virus.

By default, all infected files are subject to disinfection, and if they are potentially
infected, the y are sent to Quarantine.
To change an action for an object,

Select the task name inthe Scan of the main program window and use the Settings link
to open the task settings window. All potential actions are displayed in the appropriate
sections.

If the action

selected was

When it detects a malicious or potentially infected object

The program does not process the objects until the end of the scan.

Prom pt for When the scan is complete, the  statistics window will pop up with a

action when the list of objects detected, and you will be asked if you want to process
scan is complete the objects.

The program will issue a warning message containing information

Prompt for about what malicious code has infected (potentially infected) the

action during scan  (file and gives you the choice of one of the following actions.

The program re cords information about objects detected in the
report without processing them or notifying the user. We do not

Do not [recommend using this feature, since infected and potentially

prompt for action infected objects stay on your computer and it is practically

impossible to avoid in  fection.

The program attempts to treat the object detected without asking

Do not [the user for confirmation. If disinfection fails, the file wi Il be
prompt for action assigned the status of potentially infected, and it will be moved to
Quarantine . Information ab out this is recorded in the report . Later
Disinfect you can attempt to disinfect this object.
Do not

prompt for action

The program attempts to treat the object detected without asking
the user for confirmation. If the object cannot be disinfected, it is

Disinfect deleted.

Delete if

disinfection mails

Do not

The program automatica lly deletes the object
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prompt for action
Disinfect

Delete

Before attempting to treat the object or delete it, Neo Security Suite creates a backup
copy and sends itto backup in case the object needs to be restored or an opportunity
arises to treat it.

Neo Security Antivirus v.2.0  has a feature that can start scan tasks under another
profile. This feature is by default disable, and tasks are run under the profile under

which you are logged into the system.

So, for example, you might need access rights to a certain object during a scan. By

using this feature, you can  configure tasks to run under a user that has the necessary
privileges.

7o configure a scan task that starts under a different user profile,

1. Select the task name inthe Scan of the main window and use the  Settings link to
open the task settings window.

2. Click the Customize button in the task settings window and go to the Additional
tab in the window that opens.

To enable this feature, check Run this task as . Enter the data for the login that you
want to start the task as below: user name and password.

Note that this feature is unavailable in Microsoft Windows 98/ ?

In addition to configuring the basic virus scan settings, you can also use advanced
settings:

Enable iChecker technology - use technology that can increase the scan speed by
skipping certain objects. An object is excluded from the scan using a special algorithm
that takes into account the release date of the threat signatures, the date the object
was last scanned, and modifications to scan settings.
For example, you have an archived file that the program scanned and assigned the
status of not infected. The next time, the program will skip this archive, unless it has
been altered or the scan settings have been changed. If the structure of the archive has
changed, because a new object has been added to it, if the scan settings have changed,
or if the threat signatures have been updated, the program will scan the archive again.
There are limitations to iChecker: it does not work with large files and only applies to
objects with a structure that Neo Security Suite recognizes (for example, .exe, .dll, .Ink,
tf, .inf, .sys, .com, .chm, .zip, .rar).

Enable iSwift technology - This technology is a development of iChecker
technology for computers using an NTFS file system. T here are limitations to iSwift: it is
bound to a specific location for the file in the file system and can only be applied to
objects in an NTFS file system.

iSwift technology is not available on computers running Microsoft Windows 98SE/ME.

Show detected dangerous objects on the "Detected" report tab - display a list of
threats detected dur ing the scan on the Detected tab of the report window. Disabling
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this function may be appropriate for special scans or, for example, text collections to
increase the scan speed.

Concede re sources to other applications & pause the given virus scan task if the
processor is busy with other applications.

You can run a virus scan task manually or automatically using a schedule.

The default schedule setting for the tasks created when the program is installed is off.

The exception is startup items, w  hich are scanned every time you start your computer.

If the task settings do not meet your needs, edit the settings for automatic scans. To do

so0, select the task name in the main program window in the Scan section and open the
settings window for thatta sk by clicking Settings .

To have tasks start according to a schedule, check the automatic task start box in the
Launch section. You can edit the conditions for starting the scan task in the Schedule
window that opens when you click  Edit.

The most importa nt step is to determine the  frequency of how often the virus scan task
starts. You can select one of these options:

At a specified time . The task will run once on the day and at the time that you
specify.

On program startup . The task starts up every time Neo Security Suite is run.
After each update . The task starts after each threat signature update.

Minutely . The time interval between scans will be several minutes. Specify the
number of minutes between scans in the schedule settings. It must not exceed 59
minutes.

Hourly . The interval between scans is calculated in hours. If you select this
frequency, specify the interval in the schedule settings: Every n-the hour and enter the
value for n. For example, enter Every 1 hour if you want the task to run hourly.

Daily - the task will run every several days. Specify how often the scan should run
in the schedule settings:

1 Select the Every n-the day option and enter a value for n. Enter Every 2 day if
you want to run the scan every other day.

1 Select Every weekday if you want the scan to run daily, Monday through Friday.

1 Select Every weekend for the task to run on Saturdays and Sundays only.

In addition to the frequency, specify what time of day or night the scan task will run in
the Time field.

Weekly - the scan task will run on certain days of the week. If you select this
option, put checkmarks next  to the days of the week that on which you want the scan to
run in the schedule settings. Also enter the time at which the scan task will run in the
Time field.

Monthly - the scan task will run once per month at the specified time.
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If a scan task is skipped for any reason (for example, the computer was not on at that
time), you can config ure the task that was missed to start automatically as soon as it

can. To do so, check Run task if skipped in the schedule window.

Each scan task is executed according to its own settings. By default, the tasks created

when you install the program on your computer use the setting s recommended by Neo
Technology experts.

You can configure universal scan settings for all tasks. You will use a set of properties

used to scan an individual object for viruses as a starting point.

To assign universal scan settings for all tasks:

1. Select the Scan section in the left -hand part of the main program window and

click Settings .
2. In the settings window that opens, configure the scan settings: select the

security level , configure advanced level settings, and select an action for
objects.
3. To apply these new settings to all tasks, click the Apply button in the Other

scan settings section. Confirm the universal settings that you have select in the
pop -up dialogue box.

You can fi nd general information about the operation of each virus scan task in the main
window of the program. To review this information, select a task name in the Scan
section of the main program window.

The right -hand part of the main window contains informatio n in the Statistics section
about how many objects have been scanned while performing this task, how many
malicious objects it has detected, and how many objects have not been processed. In
addition, the time that the scan was last run is displayed here.

To view detailed information, left  -click anywhere in the section. You will see a complete
report on the results of the last scan, if the scan is already complete, or about the
progress of the task.

The upper portion of the report contains composite statis tics on the results of the task,
as well as information on the number of objects scanned, the number of malicious
objects detected, and the number of objects to be processed. Information is also
displayed on the time that the last task started and ended an d how much time was
required to complete the scan.

Basic information on scan results is grouped by tab in the middle of the window.

9 All dangerous objects detected while scanning are listed on the Detected tab.
Here you will find the full path to the location of each object and the status
assigned to it by the program: if what malicious program infected the object was

successfully established, it will be assigned the appropriate status. For
example, virus, Trojan, etc. If the type of malicious effect cannot be exactly
established, the object is assigned the status suspicious . Next to the status, the
actio n taken for the object is specified (detected, not found, and disinfected ).

In order for this tab not to contain information about disinfected objects, uncheck
Show neutralized objects

1 The Events tab displays a complete list of events that have arisen during the
scan. The events can have the following statuses:
1 /nformative event (for example: object not processed: skipped by type).
1 Warning (for example: a virus is detected).
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1 Note (for exa mple: archive is password -protected).
As a rule, the informative messages are of a reference nature and are not of particular

interest. You can disable display of informative messages. To do so, uncheck Show
all events .

1 Scan statistics appear on the appropriate tab. Here you will find the total
number of objects scanned, and then special columns separately display how
many objects out of the total number scanned are archives, how many are
dangerous, how many have been disinfected, how many sent to Quarantine, etc.

1 The settings used for the scan with are displayed on the Settings tab. Use the
Edit settings link to quickly configure the task.
In addition, you can configure advanced settings for scan tasks:

I Establish a scan task priority ranking to be used when the processor is

weighed down. The default setting for Concede resources to other
applications is unchecked. With this feature, the program tracks the load
on the processor and disk subsystems for the activity of other
applications. If the load on the processor increases significantly and
prevents the user's applications from operating normally, the program
reduces scannin g activity. These increases scan time and frees up
resources for the user's applications.

1 Enable the Do shut down the computer when finished feature. This
feature is helpful if, for example, you run virus scans at the end of the
work day and do not want t o wait for it to finish.
However, this feature requires a few additional steps: before launching
the scan, you must disable password requests for objects being
scanned, if enabled, and enable automatic processing of dangerous
objects. Then the program's i nteractive features will be disabled. The
program will not ask questions that require an answer from you, which
interrupts the scanning process.
To turn off the computer after completing the scan, check the
appropriate box.

If any errors have occurred dur ing the scan, try running it again. If the next attempt
again produces the error, we recommend that you save the report on scan results in a

file using the Save as button, contact the Technical Support Service, and send the
report file. Neo Technology spec ialists will investigate the problem and assist you.

You can hide the report window with the current scan results. To do so, click Close. The
virus scan will then continue.

TESTING NEO SECURITY INTERNET SUITE v2.0. FEATURES

After Neo Security Suite is installed and configured, we recommend verifying the
correctness of its settings and operation using a test "virus" and its modifications.

This test "virus" was specially designed by EICAR (The European Institute for Computer
Antivirus Research) for testing anti  -virus products.

The test "virus" IS NOT A VIRUS because it does not contain code that can harm your
computer. However, most anti  -virus products manufacturers identify this file as a virus.
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Never use real viruses for testing the operation of an anti

You can download this test "virus" from the official website of the

-virus product!

EICAR organization

at: http://www.eicar.org/anti_virus_test_file.htm.

The file that you downloaded from the

test virus. Neo Security Suite will detect it, label it a

that object type.

EICAR website contains the body of a standard
virus , and take the act ion set for

To test the response of Neo Security Suite when other types of objects are detected,
modify the content of this standard test "virus" by adding one of the prefixes listed in

Table below.

Prefix

No prefix,
standard
test virus

CORR-

SUSP-
WARN-

ERRO-

CURE-

DELE-

Test virus status

The file contains a test
virus. You cannot
disinfect the object.

Corrupted.

The file contains a test
virus (modification).
You cannot disinfect the
object.

Processing error.

The file contains a test
virus. It can be cured.

The object is subject to

disinfection, and the

text of th e body of the
virus will change to

CURE...

The file contains a test
virus. You cannot
disinfect the object.

Correspond ing action when
processes the object

the application

The application will identify the object as
malicious and not subject to treatment and will
delete it.

The application could access the object but
could not scan it, since the object is corrupted
(for example, the file structure is breached, or it
is an invalid file format).

This object is a modification of a known virus or
an unknown virus. At the time of detection, the
threat signature databases do not contain a
description of the procedure for treating this
object. The application will plac e the object in
Quarantine to be processed later with updated
threat signatures.

An error occurred while processing the object:
the application cannot access the object being
scanned, since the integrity of the object has
been breached (for example, no end to a
multivolume archive) or there is no connection to

it (if the object is being scanned on a network
drive).

The object contains a virus that can be cured.
The application will scan the object for viruses,
after which it will be fully cured.

This object contains a virus that cannot be
disinfected or is a Trojan. The application
deletes these objects.

The first column of the table contains the prefixes that need to be added to the

beginning of the string for a standard test virus. The second colu

mn describes the

status and reaction of Neo Security Suite to various types of test virus. The third column
contains information on objects with the same status that the application has

processed.


http://www.eicar.org/anti_virus_test_file.htm

Values in the anti -virus scan settings determine the actio n taken on each of the objects.

To test the functionality File Anti  -Virus:

1. Create a folder on a disk, copy the test virus downloaded from the
organization's official website , and the modifications of the test virus that you
created ...

2. Allow all events to be logged so the report file retains data on corrupted objects
and objects not sc anned because of errors. To do so, check Log non -critical

events in the report settings window.
3. Run the test virus or a modification of it.

File Anti -Virus will intercept your attempt to access the file, will scan it, and will inform
you that it has detected a dangerous object:

o File Anti-¥irus Alert
ljé—t;cted

Yirus:

EICAR-Test-File

File:
c:eicar.com

Action

File contains virus and cannot be
Disinfected

Skip

[] apply to al

When you select different options for dealing with detected objects, you can test File
Anti -Virus's reaction to detecting various object types.

You can view details on File Anti  -Virus performance in the  report on the component.

To test Virus scan tasks:

1. Create a folder on a disk, copy the test virus downloaded from the
organization's official website  , and the modifications of the test virus that you
created.

2. Create a new virus scan task and select the folder , containing the set of test
viruses as the objects to scan.



mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help314.html
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/Help69.html#wp5000609
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/help314.html
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/Help175.html#wp5000609
mk:@MSITStore:C:\Archivos%20de%20programa\Neo%20Technology\Neo%20Security%20Suite%202.0\Doc\context.chm::/Help174.html#wp5000609

3. 3. Allow all events to be logged so the report file retains data on corrupted
objects and objects not scanned because of err ors. To do so, check Log non -

critical events in the report settings window.
4. Run the virus scan task.

When you run a scan, as suspici ous or infected objects are detected, notifications will
be displayed on screen will information about the objects, prompting the user for the
next action to take:

Scan Alert
Detected
Yirus:
File:
c:\eicar.com

Action

File contains virus and cannot be
Disinfected :

Skip

[] apply to all

This way, by selecting different options for actions, you can test Neo Security Suite
reac tions to detecting various object types.

You can view details on virus scan task performance in the report on the component.

UPDATING THE APPLICATION

Keeping protection updated is a prerequisite of reliable protection of your computer.
Because new viruses, Trojans, and malicious software emerge daily, it is important to
update regularly the application to keep your information constantly protected.

Updating of the application implies that the following components will be downloaded
and installed on your computer:

1 Threat Signatures and network drivers

The application use s threat signatures to protect information on your computer. The
software components that provide protection use them to search for and disinfect
harmful objects on your computer. The signatures are added to every hour with new
records of new threats and m  ethods of how to fight them. Therefore, it is recommended
that they be updated on a regular basis.

In addition to the threat signatures, network drivers that enable protection components
to intercept network traffic are updated.
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Previous versions of Neo T echnology applications have supported both standard and
extended threat signatures sets. Each dealt with protecting your computer from
different types of dangerous objects. In Neo Security Suite you do not need to worry

about selecting the appropriate thre at signatures set. Now our products use threat
signatures that protect you both from various malicious and potentially dangerous
objects and from hacker attacks.

1 Application Modules

In addition to the signatures, you can upgrade the modules for Neo Securi ty Suite. New
application updates appear regularly.

The main sources for updating Neo Security Suite are the update servers.

To download available updates from the update servers, your computer must be
connected to the Internet.

If you do not have access to the update servers (for example, your computer is not
connected to the Internet), you can call the Neo Technology main office at +52(55)5281 -
6812 to request contact information of Neo Technology partners that can provide you

with zipped updates on flop  py disks or CDs.

Updates can be downloaded in one of the following modes:

1 Automatically . Neo Security Suite checks the update source for updates at
specified intervals. During virus outbreaks, the check frequency may increase,
and decrease when they are  gone. If it finds new updates, Anti  -Virus downloads
them and installs them on the computer. This is the default setting.

1 By schedule . The application is updated in accordance with the specified
schedule.

1 Manually . You launch the updating procedure manual ly.

During updating, the application compares the threat signatures and application
modules on your computer with the versions available on the update server. If your
computer has the latest version of the signatures and application modules, you will see

a notification window confirming that the protection of your computer is up -do-date. If
the signatures and modules on your computer and on the update server differ, the
application downloads only the incremental part of the updates. Not all the signatures

and modules are downloaded, which significantly increases the speed of copying files

and saves Internet traffic.

Before updating threat signatures, Neo Security Suite creates backup copies of them.

This backup copy can be used if you do not want to use the last version of the database
for any reason.

You might need the rollback option, for example, if yo u update the threat signatures and
they are damaged in the process. You can easily roll back to the previous version and
try to update the signatures later.

You can distribute updates to a local source simultaneously while updating the
application. This feature enables you to update databases and modules used by version
2.0 applications on networked computers to conserv e bandwidth.

Updates are important because they ensure that protection on your computer is up -to-
date. If you have not installed updates for some time, the protection of your data
provided by Neo Securit 'y Suite becomes less reliable as the time passes.
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To check the protection status of your computer, view the current status of the
application and database updates displayed by an indicator located in the application
main window in the Protection section. This is the second protection indicator.

The

)

indicatorf6s appearance depends on the update

Signatures are loaded (date, time) . No update is needed. The signatures used by
Neo Security Suite are up -to-date. The application modules are also up  -to-date .

Signatures are not current . This may happen if automatic  updating has been
disabled on your computer. For more information, see the Protection indicators

section.
Signatures are out -of-date. Neo Security Suite has not been updated for a long

o time or updating is impossible because the license has expired

To view the details, click Update in the Service section of the application main

window.
Pay attention to the component ac tivity status

1 Update: running - the signatures and modules for Neo Security Suite are

currently being updated.

1 Update: paused - updating has been stopped using the button. To resume
updating, click the button.

1 Update: stopped - updating has been abo rted using the button. To launch
updating again, click the button.

1 Update: completed - updating has been successfully completed.

1 Update: error & there was an error during the update for some reason. If this

occurs, we highly recommend reviewing the report and finding out wha t caused

the error. This can be either a connection failure or wrong credentials (login and
password) used for authorization. If you fail to find the reason by yourself, feel

free to send the report to Neo Technology. Neo Technology specialists will

invest igate the problem and assist you.

1 Update: malfunction - updating is impossible for some reason. For example, you

do not have the license key for the application.

Updating launch mode  of the program is provided in the  Settings section. To select the

updating mode and configure updating settings, click your left mouse button in any area

of this section.

The Statistics section displays general statistics on application updating. Here you can
view the date of the last update and the number of threat signatures in the current
database. The number of records is the number of threats from which your computer is

now protected. To view detailed information about the last update, click your left mouse

button in any place in this section. A report_will open on the screen for this procedure.

Click the Update now! Button to update Neo Security Suite. Click the Rollback button to

roll back to the previous version of the threat signatures.

3. How do | start the update process ?
You can begin the update process at any time. Updates are downloaded from the

selected update source .
You can run updating from:

 the shortcut menu

st
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